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30-1 iptables  NAT
) iptables
iptables 2.4Kernel(linux2.4
ipchains
ICMP
iptables
-A chain
-D chain
-D chain

NAT
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(1=first)
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NAT(
NAT
iptable_filter.o iptables
iptables
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iptables

1 TCP UDP ICMP ALL

-S[!] [ 1 [
[:port]]

--sport [!][port[:port]]

a1 ]

--dport N[ [:port]]

icmp-type [] ICMP(Internet
Pvpel Assigned Numbers Authority)

-i [N [+] ( eth0)
] [ ]

--to-source<ipaddr>[-<ipaddr>] SNAT IP
[:port-port]

--to-destination<ipaddr>[-<ipaddr>] DNAT IP
[:port-port]

-n -L

-0 [!] [+]

-t nat NAT
-t table

! (not)

-m state

NEW INVALID
--state RELATED ESTABLISHED
NEW SYN

--syn SYN

--tcp-flags Tcp SYN ACK FIN RST URG
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PS ALL
--limit Limit
Limit

--limit-burst

iptables

ACCEPT
DROP
REJECT
QUEUE
RETURN chain

Chain
INPUT
OUTPUT
FORWARD
PREROUTING NAT
POSTROUTING NAT

30-1-1 iptables

iptables INPUT FORWARD
OUTPUT iptables —L

#/sbin/iptables -L
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[root@flash html]# /sbin/iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

192.168.75.0
"destination unreachable”

# Isbin/iptables -A INPUT -s 192.168.75.0/24 - REJECT
192.168.75.0
ICMP pinging
# Isbin/iptables -A INPUT -s 192.168.25.200 -p icmp -j DROP
pinging
# Isbin/iptables -D INPUT -s 192.168.25.200 -p icmp -j DROP

INPUT OUTPUT FORWARD
FORWARD

# Isbin/iptables -A FORWARD -j DROP

letc/sysconfig/iptables

#/sbin/service iptables save

[root@flash html]# /sbin/service iptables save
FEEEEIIEZEE] /ete/sysconfig/iptables:[ FEE |

iptables iptables 2 3 4

#/sbin/chkconfig --level 2345 iptables on
#/sbin/chkconfig --list iptables
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[root@flash html]# /sbin/chkconfig --level 2345 iptables on
[root@flash html]# /sbin/chkconfig --list iptables

iptables 0:F3FF 1:R@FA 2:BEEF 3:EEE 4B S:EEE ORI
30-2 NAT
NAT (MASQUERADE)
IP IP
IP IP flash.aasir.com
61.218.29.1 IP 61.218.29.3
NAT NAT IP
192.168.0.254 255.255.255.0 253 P
253 61.218.29.3 192.168.0.5
5191 61.218.29.3 4 41

WI3161.218.29.17% i~

9t ?‘lﬂlnterneti“rfﬁ[fé?ﬁ“{ g

Bl £

PR Naf
$41192.168.0.2541 -
3 51255.255.255.0

R

. o i Bsiis it fi-

i

i 1&2%65".045 192.168.0.16 192.168.0.238 192.168.0.55  192.168.0.126

258955 2850 AR AEEEET gy AR
Wi 255.255.255.0 255.255.255.0 255.%515555.0 255.255.255.0

HI3EL HI3EL i3 R
192.168.0.254 192.168.0.254 192.168.0.254 192.168.0.254  192.168.0.254

DNSI92I68.L1 pNS102.168.1.1  DNSI92.168.1.1 DNSI92.168.1.1 DNS192.168.1.1
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NAT flash.aasir.com IP 61.218.29.3
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30-2-3 NAT iptables

iptables —t nat —L —n iptables NAT
-t nat NAT -L -n

[root@f lash root1# ictables -t nat -L -n
hain PRERDUTIMG f{eolicu ACCEFT:

areet prot opt source dest inat ion
hain POSTROUTIMG {policu ACCERT?

arget oot opt =ource destination
hain OUTPUT {wolicu ACCEFT:

Sreet prot opt source destinat ion

fou have new mail in Avardseool/maildroot

[rootif lash root]# echo 1 » Aerocdsusinet/ievd/in forward
[ rooti@f lash root1# ictables -t nat -L -n

hain PREROUTIMG fpolicu ACCERT:

arget oot opt =ource destination

hain POSTROUTIMG (eolicu ACCEPT?
areet prot opt source destinat ion

hain OUTPUT f{wolicu ACCEFRT:

arget oot opt =ource dest inat ion

[rootif lash root]# intables -t nat -A PDSTRDUTIHG -0 ethd -.i MASUUERADE
rootlf lash root 1# iptables -t nat -L -

hain PREROUTIMG {policu ACCEFT:

areet prot opt source destinat ion
haln PDSTRDUTING {policu ACCERPT)

rot. opt =ource destination
HSDUERHDE all == 0.0.0.0/0 00000
hain OUTPUT f{wolicu ACCEFT:
arget prot oet_source dest inat ion

[root@f Lash root 1#

echo 1 > /proc/sys/net/ipv4/ip_forward IP forwarding
Lroot@flash rootl# echo 1 > /proc/sys/net/ipv4/ip_forward

iptables —t nat —A POSTROUTING -o eth0 -] MASQUERADE
-t nat NAT -A POSTROUTING
NAT -0 eth0
eth0 A MASQUERADE

[root@flash rootl# iptables -t nat —A POSTROUTING -o eth0 -j MASQUERADE

filter Hilter
Hilter
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[rootBflash rootl# iptables -t nat -L -n
hain PREROUTING (policy ACCEPT)

arget prot opt source destination

hain POSTROUTING (policy ACCEPT)

arget prot opt source destination

hain OUTPUT (policy ACCEPT)

arget prot opt source destination
ou have new mail in /var/spool/mail/root
[root@flash rootl# ./filter

[root@flash rootl# iptables -t nat -L —n

hain PREROUTING (policy ACCEPT)

arget prot opt source destination

hain POSTROUTING (policy ACCEPT)
arget prot opt source destination

ASQUERADE all -—- 0.0.0.0/0 0.0.0.0/0
hain OUTPUT {policy ACCEPT)

arget prot opt source destination

vi filter

[root@flash rootl# vi filter

echo 1 > /proc/sys/net/ipv4/ip_forward P
forwarding iptables —t nat —A POSTROUTING —o ethO —j
MASQUERADE MASQUERADE

1 echo 1 > /proc/sys/net/ipvd/ip_forward
2 iptables -t nat —-A POSTROUTING -o eth0 -j MASQUERADE
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ipchains P ipchains
ipchains input forward output

30-3 ipchains

| U e o | s | b o
ipchains PJW;‘\ forward |14 4 o | fge| ) FERST S B o i )

output
-A
-D
-D
-l ipchains ( 1=first)
R
-L
-F
-Z 0
-C
-N
-X
-P
-M —L
-M —S tcp tepfin udp
-h
--version
(
)
ACCEPT
DENY
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REJECT
MASQ
REDIRECT Iptables
NAT
RETURN
ipchains -A input (-s
)192.168.0.55 (-j ACCEPT )
[root@aasir chaiyen]# ipchains -A input -s 192.168.0.55 -3 ACCEPT
-j DENY (www.aasir.com)
iptables DROP

[root@aasir chaiyen]# ipchains -A input -s www.aasir.com -j DENY

192.168.0.1~192.168.0.255
192.168.0.1/24
192.168.0.1/255.255.255.0 255.255.255.0

[root@aasir chaiven]# ipchains -A input -s 192.168.0.1/24 -j ACCEPT
I(not) 192.168.0.1~192.168.0.255

[root@aasir chaiyen]# ipchains -A input ! -s 192.168.0.1/24 -; ACCEPT

ipchains (-A ) 192.168.0.0 (-s
192.168.0.0/24) (- MASQ ) (-d 0.0.0.0/0)

[root@aasir chaiyen]# ipchains -A forward -s 192.168.0.0/24 -d 0.0.0.0/0 -7 MASQ
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1. Internet P4
?

(A). windows98 P4

(B). Macintosh

©). Linux iptables P4

(D). windows me P4

2.
(demilitarized zone DMZ)

(A).
(B).
©).
(D).

B e T e

(A)-
(B).
(©).
(D).
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4. 192.168.75.0
"destination unreachable”

(A). A./sbin/iptables -A INPUT -s 192.168.75.0/24 -j REJECT

(B). B./shin/iptables -A INPUT -s 192.168.75.0 -picmp -j DROP
(C). C./sbin/iptables -A FORWARD -j DROP

(D). D./sbinfiptables -A INPUT -s 192.168.75.0/24 -p icmp -j DROP

5. (MASQUERADE)?
P P

(A). DHCP
(B). NAT
(C). FTP
(D). NIS

6. Linux P forwarding

(A). /sbin/chkconfig --level 2345 iptables on

(B). /shin/iptables -A FORWARD -j DROP

(C). iptables —t nat —-A POSTROUTING —o ethO - MASQUERADE
(D). echo 1 > /proc/sys/net/ipv4/ip_forward
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