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Linux.

SRS
RedHat Linux wu-ftpd RedHat Linux Fadora 1
vsFTP vsFTP very secure FTP FTP
FTP
ftp
fip (dI N [n] VI ]
ftp TCP/IP
ftp ftp ftp open

[root@aasir chaiyen]|# ftp
ftp> open aasir.com

quit ftp

ftp> quit
[root@aasir chaiyen]#

get

[root@aasir chaiyen|# ftp
[tp> get good. txt_

put

[root@aasir chaiyen]|# ftp
ftp> put data. txt
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vsFTP RedHat Linux Fadora 1
vsFTP FTP

25-1 vsftp

Login Mes

220 (w=FTRd 1.1.2)
331 Please specify the pazswornd.
230 Login successful. Have fun.

vsFTP wu-ftp vsFTP  wu-ftp VvSFTP
letc Vsftpd.fipusers  vsftpd.user_list
root bin  admin

25-1-1 vsFTP

vsftp letc/vsftpd/vsftpd.conf
#vi letc/vsftpd/vsftpd.conf

(1)

# vsftp /etc/vsftpd.conf vsftp

anonymous_enable=YES

(2)
RedHat Linux Fadora 1 local_enable
FTP

local_enable=YES

®3)

FTP /
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chroot_local_user=yes /
RedHat Linux Fadora 1

write_enable=YES

(4)

umask

local_umask=022

)
write_enable yes
FTP
FTP Ivarl/ftp/pub

#anon_upload_enable=YES

(6)
anon_other_write_enable=YES

#anon_mkdir_write_enable=YES

(7)
.message .message

dirmessage_enable=YES
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(8)

/var/log/vsftpd.log

xferlog_enable=YES

(9) FTP 20
20(ftp-data) letc/services TCP/IP

connect_from_port_20=YES

#vi letc/services

ftp-data 20/tep

ftp-data 20/udp
(10)

root

#chown_uploads=YES

#chown_username=whoever

chaiyen
chown_uploads=YES
chown_username=chaiyen
(11)
VvsSFTP /var/log/vsftpd.log

#xferlog_file=/var/log/vsftpd.log

25

xferlog_file="
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(12)
FTP

xferlog_std_format=YES

(13)
VSFTP 300
600

#idle_session_timeout=600

data_connection_timeout
FTP 300
120

#data_connection_timeout=120

nopriv_user FTP

#nopriv_user=ftpsecure

nopriv_user=ftpsecure ftpsercure
/etc/passwd

(14) ABOR

#async_abor_enable=YES

(15) ASCII
ASCII ASCII
ascii_upload_enable ASCII ascii_download_enable ASCII
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#ascii_upload_enable=YES
#ascii_download_enable=YES

(16)

#ftpd_banner=Welcome to blah FTP service.

Messages

ftpd_banner= FTP

a7) e-mail
e-mail DoS
deny_email_enable FTP
banned_email_file /etc/vsftpd.banned_emails

#deny_email_enable=YES
# (default follows)
#banned_email_file=/etc/vsftpd.banned_emails
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(18)
chroot chroot_local _user

chroot_list_enable
letclvsftpd.chroot_list
chroot_local_user [etc/vsftpd.chroot_list

#chroot_list_enable=YES
# (default follows)

#chroot_list_file=/etc/vsftpd.chroot_list

(19)
Is_recurse_enable FTP Is -R
Is-R

#ls_recurse_enable=YES

(200  PAM  vsFTP
pam_service_name PAM  vsFTP

pam_service_name=vsftpd

(21)
userlist_enable VSFTP letc/vsftpd.user_list

userlist_enable=YES

(22) vsSFTP
listen VvsFTP /etc/rc.d/init.d
vsftpd xinetd VvsFTP

listen=YES
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service vsftpd start
#service vsftpd start

service vsftpd restart
#service vsftpd restart

service vsftpd stop
#service vsftpd stop

chkconfig

25-2 wu-ftp

wu-ftp
#vi letc/xinetd.d/wu-ftpd

FTP

vsftpd

vsftpd

vsftpd

VvsSFTP

[root@aasir chaiyenl# vi /etc/xinetd.d/wu-ftpd

disable = yes

default: on

ervice ftp

—n R

disable = yes
socket_type
wait

user

server
server_args
log_on_success
nice

QD (D= e

—
I~
—

1 < | | R [ 1 R}
—

disable=no

description: The wu-ftpd FIP server serves FIP connections. It uses
normal, unencrypted usernames and passwords for authenticatio

stream

no

root
/usr/sbin/in. ftpd
-1 -a

= EURATION
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wu-ftp disable no
| 1 % default: on
| 2 # description: The wu-fipd FTP server serves FTP connections. It uses
ER normal, unencrypted usernames and passwords for authenticatio
| 4 service fip
5 |
| 6 disable = no
|7 socket_type = stream
| 8 walt = no
| 8 user = root
10 server = /usr/sbin/in. ftpd
111 server_args =-1 -a
112 log_on_success += DURATION
113 nice =10
114 )

wu-ftp

[rootBaasir chaiyen]# /etc/rc.d/init.d/xinetd reload
e VN (R ]

chaiyen /home/chaiyen

[root@tlash home]# chmod 777 chaiyen
Cuteftp FTP IP

Edit Host

General | Advanced |

Site Lahel Host Tvpe

I&BJ IAuiD-Dehect ;I

Host Address Initial Remote Divectory

Iaasi.r.com

Tzer [D Pazsword Eemote Directory Filter

Ichaiyen Iﬂ(****** I_ ¥ Local Filtexing

Login type Transfer tvpe Initial Local Directory

¢ Normal " ARCIT I J
 Anonymous | | € Binans Local Directoxy Filter
" Double & Auto-Detect I

mE | mm | =me | ==
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Login

220 aasir.com FTP srver (Version wu-2.6.2-5) ready.

221 Pagpword required for chadyven.

230-Pleaze xead the file README

230- it waz last modified on Fri May 31 02:37:18 2002 - 58 days ago
230 User chaiven logged in. Access restrictions apply.

CuteFTP
L \ uteFTP
FIP Session Bookmarks Commands Cmeve View Directory Macra Window Help
y I 5 - =
DhEasaytaeleEFaxecnd
STATUS>  Done. =
COkbAND>  COUP
250 WD command successful.
CORMAND: > pwedd
257 "" is current directary. j
EE e} §
MName | *|| Name | Size | Date | Time | Adtr | Description -
Claasir (I himl KB 02/06/28 1B:27  clrw-t-xi=x
Cldoc Cdsgl KB 02/08/31 237 cirw-r-xex
(O Flash hdx [#] ADDOMS-MODULES KB 02/05/31 237  -rwerxrx
[COflashs BLOCKS KB 02/05/31 2:37  -rwerxrx
(1 good topics CHANGES JOKE  02/06/04 22:44  -part-xrx
Cahangkang COPYING 14KB  02/05/31 237 -revt-xrx
Cmail fron@fE - CRED\TS TKB  02/05/31 2:37  -twet-xrx -
< | v 4| | »
[T 4
25-2-1 Wu-ftp
Wu-Ftpd letc

letc/ftpaccess  Wu-ftp

letc/ftpconversions ftp

{ 25-12 @



L/m/,\rfﬁg

letc/ftpgroups ftp
letc/ftpusers ftp
(Anonymous) Ftp Ivarlftp
Wu-ftp
letc/ftpaccess vi /etc/ftpaccess ftpaccess

[root@Baasir ftpl# vi /etc/fipaccess

This file controls the behavior of the wu-ftpd
ftp server.

&

%

%

# If you' re looking for a graphical frontend to
# editing it, try kwuftpd from the kdeadmin

# package.

# Don’ t allow system accounts to log in over fip
deny-uid %-99 %65534-

deny-gid %-99 %65534-

allow-uid ftp

allow-gid ftp

Chroot all users to their home directory by default

(comment this out if you don”t want to chroot most of your users)
uestuser *

If you wish to allow userl and user? to access other

directories, use the line below:

realuser userl, user?2

I

The ftpchroot group doesn’t exist by default, this
entry is just supplied as an example.

B e e i e e

e

# To chroot a user, modify the line below or create
# the ftpchroot group and add the user to it.

# You will need to setup the required applications
# and libraries in the root directory (set using
# guest-root)

#

05| 06| ~1| 3|
++

# Look at the anonftp package for the files you 11 need.
guestgroup ftpchroot

G0 82| G0 s

3h class all real, guest, anonymous ¥

w‘
o)

37 # Set this to your email address
38 email root@localhost
30

# Allow 5 mistyped passwords
loginfails 5

3 # Notify the users of README files at login and when
|4 # changing to a different directory

5 readme READMEX login

6 readme README* cwd=*%

r\r\‘r\r\r\r\r\
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47

48 # Messages displayed to the user

49 message /welcome. msg login

g? message . message cwd=%

52 # Allow on—the-fly compression and tarring
hd compress yes all

gg tar yes all

56 # Prevent anonymous users (and partially guest users)
b7 # from executing dangerous commands

58 chmod no guest, anonymous
58 delete no anonymous
60 overwrite no anonymous
61 rename no anonymous
62
63 # Turn on logging to /var/log/xferlog
64 log transfers anonymous, guest, real inbound, outbound
6b
B 6 # If /etc/shutmsg exists, don’t allow logins
7 # see Ttpshut man page
68 shutdown /etc/shutmsg
69

70 # Ask users to use their email address as anonymous
| 71 # password
72 passwd—check rfc822 warn

message FTP
Anonymous Ftp Ivarlftp /welcome.msg
Ivar/ftp/welcome.msg welcome.msg
chaiyen Ftp

/home/chaiyen

49 message /welcome.msg login

0 message _message cwd=%

Vi Ivar/ftp/welcome.msg

[root@aasir ftpl# vi /var/ftp/welcome. msg
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iR EARED

220 agsir com FTF server (Version wo-2.6.2-5) readar. ;I
331 Guest login ok, send your complets e-mail address as password.

230-The response ‘guest@’ is not valid

230-Mext ime please use wour e-mail address as your password

230-  for example; joe@t]-218-29-2 HINET-IP hinet net

230
230 Enmar s e dtea iR dat
230 @E‘JIPE 51 218 29 3 HINET-IF hinet.net

230 EHIJE"JB#F%E Sun Jul 28 12:40:24 2002
2 - %ggﬂﬂ*ﬁf TERIESE.

230—
230 Guest login ok, access restrictions apply.

Wu-ftp

%C

%E FTPACCESS E-mail
%F

%L

%M Class

%N Class

%R Client

@ 25-15
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Ftp ID ID
Ftp

9 deny—ui1d %89 %65b34-

10

11 allow-uid ftp

1

de
deny-gid %98 %65b34-
a
allow—gid ftp

deny/allow IP Address/Domain

deny 61.218.29.3 IP
Ivar/ftp/msg.deny allow

8 # Don’ t allow system accounts to log 1n over fip
deny-uid %-99 %65534-

10 deny-gid %-99 %65534-

_11 deny 61.218.29.3 /var/ftp/msg. deny

Vi Ivar/ftp/msg.deny
[root@aasir chaiyen|# vi /var/ftp/msg. deny
P 4 — A AR T A

P 61.218.29.3 ftp
ftp
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COMMAND: > USER chaiven
331 Fassword required far chaiyen.
COMBARND > PARE s
530-FEHI B — A= AT AT HEA,
530 Lagin incarrect.
ERROR:> Fassword not accepted
ERROR:> Can'tlogin. Disconnecting...

deny 161.218.29.3 ()
61.218.29.3 ftp I not

8 # Don’ t allow system accounts to log in over ftp
9 deny-uid %-99 %65534-

10 deny-gid %-99 %65534-

11 deny !'61.218.29.3 /var/ftp/msg.deny

12 allow—uid ftp

13 allow—gid ftp

class Ftp

34 & User classes. ..
39 class all real, guest, anonymous

Ftp
Real
Guest
Anonymous
class Domain

all real guest anonymous
all
aasir.com aasir

Q 25-17
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Class aasir real,guest,anonymous *aasir.com
limit

limit class

email

37 # Set this to your email address

38 emall root@localhost

loginfails 5

5
A0 # Allow 5 mistyped passwords
1

41 loginfails b
login Ftp README*
readme
login README*

# Notify the users of README files at login and when
4 # changing to a different directory

readme README* login
46 readme README* cwd=*

52 # Allow on-the-fly compression and tarring
b3 compress ves all
b4 tar ves all
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compress/tar yes classl class?2...

anonymous
chmod delete overwrite rename

56 # Prevent anonymous users (and partially guest users)
57 % from executing dangerous commands

58 chmod no guest, anonymous

59 delete no anonymous

80 overwrite no anonymous

1 rename no anonymous
<yes|no> <real,guest,anonymous>

25-3 ProFTPD

ProFTPD ProFTPD
For proftpd
‘hnp:#www.proftpd.netf |Goog1e search result |The FroFTPD Project
[httpeprofipd Jinuz.co.uk/docs! |Google search result |The FroFTPD Project: Project Documentation
[ttpeiproftpd Jinuz.co.uk/do wnload html |Goog1e search result |The FroFTPD Project: Downloading and mirror sites
[httpzifwww infoscience.co.jpfechnicalfproftpd/ |Google search result |PIOFTPD - Professional FTP Dasmon
‘hnp:#fbugs.groftpd.orgﬂ‘ |Goog1e search result |bugs.proftpd.orgﬂ‘
[hiip#/www castaglia.ore/profipd/ |Google search result |PIOFTPD Development
[ttpeiwww proftpd.ore/proftpd larchive/ |Goog1e search result |www.proftpd.org.fproflpd—l—archiveﬂ'
ProFTPD

= ProFTPD =
Highly configurable GPL-licensed FTP server software

1.2.6rc2 released
[i& 202

Current Versions

Current: 1.2.5 [ NEWS ]

[gz]lbzz2] )

Fixes and features, get testing.

Candidate: 1.2.6rc2
[ MEWS ]

Taz 11 he2 ] bugs.proftpd.org down

[Tl 2007
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25-3-1 ProFTPD
http://ftp.proftpd.org/download.html FTP
= ProFTPD =
Highly configurable GPL-licensed FTP server software
Current Versions Downloading and mirror sites
[ t] [1h225][ HEVUSH] Please use the mirror that's closest to you. If you would like to volunteer to be a mirror site, please read the Mirroring
HOWTO page of e-mail Mark.
Candidate: 1.2.6rcl
[ HEWS ] The latest version of ProFTPD is : 1.2.3
[gz][bz2]
ProFTPD

fiptftp fhl netpubdproftpdf
Location: Taiwan
taintained by: Jer-Min Tsai

ProFTPD wu-ftpd  anonftp

[root@aasir /]# rpm -e anonftp wu-ftpd

tar —zxvf proftpd-1.2.5.tar.gz proftpd-1.2.6.tar.gz

[root@aasir chaiyen]# tar -zxvf proftpd-1.2.5.tar.gz
proftpd-1.2.5/

proftpd-1.2.6 proftpd
[root@aasir chaiyen]# cd proftpd-1.2.6
[root@aasir proftpd-1.2.61# ./configure

make

[root@aasir proftpd-1.2.6]# make
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make install proftpd
[root@aasir proftpd-1.2.6]# make install
proftpd vi /usr/local/etc/proftpd.conf
[root@aasir proftpd-1.2.6]# vi /usr/local/etc/profipd.cont

proftpd

| # This 1s a basic ProFIPD configuration tile (rename it to

2 # 'proftpd.conf’' for actual use. It establishes a single server

3 # and a single anonymous login. It assumes that you have a user/group
4 # "nobody" and "ftp" for normal operation and anon.
5

6 ServerName "ProFTPD Default Installation”

7 ServerType standalone

8 DefaultServer on

9

10 # Port 21 is the standard FTP port.

Il Port 21

12 # Umask 022 is a good standard umask to prevent new dirs and files
13 # from being group and world writable.

14 Umask 022

15

16 # To prevent DoS attacks, set the maximum number of child processes
17 # to 30. If you need to allow more than 30 concurrent connections
18 # at once, simply increase this value. Note that this ONLY works
19 # 1n standalone mode, in inetd mode vou should use an inetd server
20 # that allows you to limit maximum number of processes per service
21 # (such as xinetd)

22 MaxInstances 30

23
_24 # Set the user and group that the server normally runs at.

25 User nobody

26 Group nogroup

27

28 # Normally, we want files to be overwriteable.
29 <Directory /*>

30 AllowOverwrite on

3

31 </Directory>

98]
2

33 # A basic anonymous configuration, no upload directories.
34 <Anonymous ~ftp>

25 User ftp

36 Group ftp

37 # We want clients to be able to login with "anonymous" as well as "ftp
38  UserAlias anonymous ftp

39

40 # Limit the maximum number of anonymous logins
4] MaxClients

43 # We want 'welcome.msg' displayed at login, and '.message' displayed
44  # in each newly chdired directory.
5 DisplayLogin welcome.msg



= ‘E;;Ei"

46 DisplayFirstChdir .Mmessage
AT
48  # Limit WRITE everywhere in the anonymous chroot

49 <Limit WRITE>
50 DenyAll

51  </Limit>

52

53 </Anonymous>

25-3-2 ProFTPD

6 ServerName "ProFTPD ELvEE"
Standalone
7 ServerType standalone
chkconfig —level 35 proftpd on runlevel 3 5
proftpd

[root@aasir chaiyen]# chkcontig --level 35 proftpd on

FTP
[0 # Port 21 1s the standard FIP port.
[1 Port 2]
022 777
666 022 777-022=755
666-022=644

12 # Umask 022 i1s a good standard umask to prevent new dirs and files
13 # from being group and world writable.
14 Umask 022

25-22 @
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30
22 MaxInstances 30
25 26 chaiyen chaiyen
proftp
24 # Set the user and group that the server normally runs at.
25 User chaiyen
26 Group chaivyen
chaiyen ProFTPD

220 ProFTPD 1 2.6 Server (ProFTPD @T’iﬂ]i‘éﬂﬁ} [masir.com]
331 Password required for chatwen.

230 Uszer chadven logged in.

29 31

28 # Normally, we want files to be overwriteable.
29 Directory /*>_

30 AllowOverwrite on

31 </Directory>

34 53 Anonymous 34 ~/ftp
Ivarlftp
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34 <Anonymous ~/ftp>

35 User ftp

36 Group ftp

37 # We want clients to be able to login with "anonymous"” as well as "ftp
38 UserAlias anonymous ftp

39

A0 # Limit the maximum number of anonymous logins

4] MaxClients 10

42

43 # We want 'welcome.msg' displayed at login, and '.message' displayed
44 # in each newly chdired directory.

45  DisplayLogin we lcome.msg
46 DisplayFirstChdir message
47

48 # Limit WRITE everywhere in the anonymous chroot
49 <Limit WRITE>

50 DenyAl

51 </Limit>

52

53 </Anonymous>

35 ftp 36 ftp

35  User fip
36 Group ftp

C

p—

# Limit the maximum number of anonymous logins

41  MaxClients 10
welcome.msg welcome.msg
.message Welcome.msg
Ivarlftp .message

43 # We want 'welcome.msg' displaved at login, and '.message' displayed

44 # in each newly chdired directory.
45  DisplayLogin we lcome .msg
46 DisplayFirstChdir .message
49 51 DenyAll
48 # Limit WRITE everywhere in the anonymous chroot

49  <Limit WRITE>
50 DenyAll
51 </Limit>
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25-3-3 ProFTPD

(Extended Internet Services Daemon)xinetd
xinetd /etc/xinetd.conf
/etc/xinetd.conf

[root@aasir chaiyen]# vi fetc/xinetd.conft

_1 #
_2 # Simple configuration tile for xinetd
_3 #
4 # Some defaults, and include /etc/xinetd.d/
S
_6 defaults
_7{
3 instances = 60
9 log_type = SYSLOG authpriv
10 log_on_success = HOST PID
11 log_on_failure = HOST
12 Cps =25 30
13 }
[ 4
5 1ncludedir /etc/xinetd.d
16
17 proftpd xinetd

17 service ftp

18 {

19 flags = REUSE

20 socket_tvpe = stream

21 instances =50

22 wait = no

23 user = root

24 server = Jusr/shin/proftpd
25 bind = <the-ip-you-wish-to-bind-to>
26 log_on_success = HOST PID

27 log_on_failure = HOST RECORD

28 1
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[letc/rc.d/init.d/xinetd restart
proftpd

[root@aasir chaiyen]# /etc/rc.d/init.d/xinetd stop
ik xinetd:[ [EE ]

[root@aasir chaiyen]# /etc/rc.d/init.d/xinetd start
FE) xinetd : [ [EE ]

[root@aasir chaiyen]# /etc/rc.d/init.d/xinetd restart
Bik xinetd:[ FEE ]

BEEf) xinetd: [ TEE ]

proftpd vi /usr/local/etc/proftpd.conf 7
ServerType standalone

[root@aasir proftpd-1.2.6]# vi Jusr/local/ete/proftpd.cont

7 ServerType standalone
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FTP ?

e s e e e e e e

1. RedHat Linux Fadora 1
(A). vsFTP
(B). wWuFTP
(C). proFTP
(D). quteFTP
2.vsFTP ?
3.vsFTP ?
(A). anonymous_enable=YES
(B). local_enable=YES
(C). dirmessage_enable=YES
(D). xferlog_enable=YES
4, vsFTP ?
(A). A.20
(B). B.25
(C). C.18
(D). D.130
5. service vsftpd
6. Wu-Ftpd
?

(A). /etcl/ftpconversions

Q 25-27 F
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(B). [/etc/ftpgroups
(C). letclftpusers
(D). [/etclftpaccess

7. wu-ftp ?
8. WUFTP  message FTP
Anonymous Ftp ?/welcome.msg
Ivar/ftp/welcome.msg welcome.msg

chaiyen Ftp
/home/chaiyen

(A). A./varlwww
(B). B./etc/rc.d
(C). C. Ivarlftp
(D). D./letclitpd

s e s s s s s s s s s s s s s s s s s s i

9.  WwWuFTP ? 022
777 666 022
777-022=755 666-022=644

(A). shutdown
(B). umask
(C). mask
(D). login

T s s s s s s s s s s s s s s s s s s s s s s s s s s s s e

10. (Extended Internet Services Daemon)xinetd xinetd
?

(A). A./etc/rc.dfinit.d
(B). B./usr/sbin/xinetd

25-28 @



L/m/)\’gﬁg

(C). C.ivar/www/html
(D). D. /etc/xinetd.conf

1.-A 2. letcivsftpd/ivsftpd.conf 3.-A 4. LA
5. #service vsftpd start 6.-D 7. letc/xinetd.d/wu-ftpd
8.-.C 9.-B 10.-D
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