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#/etc/rc.d/init.d/smb start
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off Telnet - iy

ERC) REE iR HEEm

[root@flash chaiyen]# fetc/rc.d/init.d/smb restart -
Shutting down SMB services: [ 0K ]

Shutting down HMB services: [ OK ]
Starting SHMB services: [ 0K ]
Starting HMB services: [ 0K ]
[root@flash chaiyen]# ]

EHRO REE WD SR
[root@Flash chaiyen]# vi /etc/samba/smb.confl] ]

-

1l

=

= | root@flash:~ |_ [=]|ES
HE fWEE Oettings FHEA
1 B This iz the main Samba configuration file, You should read the =

znh,conf(3) manual page in order to understand the options listed
here, Samba has a huge number of configurable options (perhaps too
many!) most of which are not shown in this example

Any line which starts with a ; (zemi-colon) ar a # (hash)

iz a comment and is ignored, In this example we will use a #
for commentry and a ; for parts of the config file that you
nay wizh to ensble

= < |0 D [ (1T (T (e |l |00
o e e R S o o o e

[N [

HOTE: Wherever you modify thiz file you should run the command "testpa

# to check that you have not made any basic syntactic errors,
#

# Global Settings

17 # workgroup = MT-Domain-Mame or Uorkgroup-Mamne
15 workgroup =workgroup
i

20 # server string iz the eguivalent of the NT Description field
21 server string = Sanba Server

22

23 # This option iz important for security, It allows you to restrict
24 % connections to machines which are on your local network, The

25 # following example restricts access to two C class networks and
76 # the "loophack" interface, For more examples of the syntax see

27 ¥ the zmb.conf man page

2% 1+ hosts allow = 61,218,259,

29

20 # if you want to automatically load your printer lizt rather

[«
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ront@flash:~ =/ax

THE e Settinge R

21 # than setting them up individually then you'll need this

34

25 # It should not be necessary to spell out the print system tupe unless

36 # yours is non-standard, Currently supported print systems include:

27 % bed, sysv, plp, lprng, aix, hpus, ons

Fited printing = lprng

38

40 # Uncomment thiz if uyou want a guest account, uou must add this to fetc/
pas=sud

41 # otherwize the user "nobody" is used

42 5 puest account = poguest

32 orintcap name = fetc/printcap
33 load printers = yes

|

thiz tells Samba to use a separate log file for each machine
that connects
log file = fvar/log/zanba/in, log

[BEREEESE
s

I
=

Put a capping on the size of the log files (in Kb},
max log size = 0

|| jenfononfenfononfenfon o fe

Security mode, Most people will want user lewel security, See
security_level txt for details,
security = share

=+ 4=

Uze paszword server option only with security = server
The argument list may include:

pazsword server = My_POC_Mame [My_BODC_Mane] [My_Mext BOC_Mane]
or to suto-locate the domain controller/s

FIEISSLUDI“E' SEFCVED = %

password server = <NT-Server-MName:

(=t (w7 \.I|UW|LH|J‘-‘-|LM|M|D—\‘D 0

C~e = = e e =

L«

rootdfash:~ I =]

1EFE REE Settings A

62 # Pazsword Level allows matching of _n_ characters of the pazsword for o

64 5 pazszword lewel

71 znb passwd file = fetc/=anba/snbpassud

73 # The following is needed to keep smbclient from spouting spurious error

#
#
#
B0 # HOTEZ: You do HOT need these to allow workstations to change only
#
#

85 ;5 passwd chat = #Newkpassword: Znn #Retupesnewspasswuord* Znin #passwd;
#al lyauthent icat ionstokens xupdatedssuccessful lys

26
87 # Unix users can map to different SME User nanes

S0 # Using the following line enshles you to customize your configuration
91 B on a per machine bazis, The #n gets replaced with the netbios name

63 # all combinations of upper and lower case.
i

65 ; uzername level = 8

You may wish to use password encryption, Please read
EMCRYPTION,t=t, WinS5,.t=t and WinWNT.t=t in the Samba documentation.,
Do not enable this option unless you have read those documents

0 encrypt passwords = yes

o
(5]
=

=
=
=

when Samba iz built with support for S50,
zzl CA certFile = fusr/share/sslfcerts/ca-bundle,crt

=~
Tl

The following are needed to allow password changing from Windows to
update the Linux sytsem psssword also,
HOTE: Use these with 'encrupt passwords' and 'swh passwd file' above,

the encrupted SME passwords, They allow the Unix password
to be kept in sync with the SMB password,

unix password sync = Yes

pazswd program = fusrfbindpassud Bu

88 5 username map = fetc/sanba/smhusers
fate)
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==
==
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|
(o]

# of the machine that is connecting
5 include = fetc/samba/snh.conf.Zn

# This parameter will control whether or not Samba should chey PAM's
# account and session management directives. The default behavior iz
# to use PAM for clear text authentication only and to ilgnore any

# sccount or session management, Hote that Savba alwsys ignores PAM
# for authentication in the case of encrypt passwords = yes

ohey pan restrictions = uyes
Most pecple will find that this option gives better performance,

See speed.txt and the manual pages for details
socket options = TCP_WODELAY SO_RCVBUF=2192 S0_SNDBUF=3192

===

Configure Samba to use mnultiple interfaces
If you have multiple network interfaces then you must list them
here, See the man page for details,

interfaces = 192,168,12,2/24 187.168,13, 2424

wroaEaE e

# Configure remote browse list sunchronization here
# request announcement to, or browse list sync from:

a specific host or from / to a whole subnet (zee below)
renote browse sunc = 192.168.3.25 182 .168.5.255
# Cauze thiz host to announce itself to local subnets here
renote announce = 182,168,1.255 182,168.2,44

(L

# Browser Control Options:

# set local master to no if wou don't want Samba to becone a2 master

browser on your network, Otherwize the normal election rules apply
local master = no

s =

[«

oot@fash-~

— (3>

TEFE iREE Settings AR

173
124 |
173 |
196 _;
177
128
VR
130
131 ;
152
EER
154 |
135 ;
3

(] e byt % ) 3
we o aE e

(2]
==

] (s ]

‘s
&+
e
=1

=
e e

3
4
4
4
4
4
4
4
4
4
4
]

]
0
1
2
&
4
5
b
il
il
]
i}
1
52
53

05 Level determines the precedence of this server in master browser
elections. The default value should be reasonable
oz level = 33

wroaE e

Domain Master specifies Samba to be the Domain Master Browser, This

allows Sanba to collate browse lists between subnets, Don't use this

if you already have a Windows NT domain comtroller doing this job
domain master = yes

Preferred Master causes Samba to force a local browser election on sta

and gives 1t a =lightly higher chance of winning the election
preferred master = yes

wraE

Enahle thiz if you want Samba to be a domain logon server for
Windows55 workstations,
domain logons = yes

if you enable domain logons then you may want a per-machine or
per user logon script
run a specific logon batch file per workstation (machine)
logon =cript = Zm,bat
run a specific logon batch file per username
logon =script = El.bat

WrogEer oE g aE

# lhere to store raving profiles {only for Win3dG and WinMT)

# L substitutes for this servers nethios name, U is username
# You must uncomment the [Profiles] share below

5 logon path = WW2L\Profilesy2l

B Uindows Internet Hame Serving Support Section:

[«
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root@flash:~ |_ [=[ |3
I HREE Dettings AR

154 # WINS Support - Tells the HMBD component of Sanba to enable it's WINS 5 4]
eryer

_ 188 ;  wins support = yes
_ 188
157 # WIMS Server - Tells the WMBED comporents of Samba to be a WINS Client
158 # Hote: Samba can be either a WINS Server, or a WINS Client, but H
0T both
99 ;  wins =erver = w.M.U.Z

WINS Prosy - Tells Samba to answer name resolution queries on
behalf of a non WINS capable client, for this to work there nust be
at least one WINS Server on the network, The default is MO,

wins proxy = yes

Mo e

[MS Prowsy - tells Samba whether or not to try to resolve HetBIOS names
via DNS nzlookups, The built-in default for versions 1,9,17 is yes,
thiz has been changed in version 1.9.18 to no,

dhs prosy = no

B

Caze Preservation can be handy - system defsult i=s _no_
MOTE: These can be set on a per share basis

preserve case = no

short preserve caze = no

Default caze iz normally upper case for all DOS files
default caze = lower

Be very careful with case sensitivity - it can break things!
case sensitive = no

(VPR ULV UL R VR OO0 0

520 "oed o o o o o o [ e o |00 | | 0 0 || 0 0
2 [0 o e i | s i e o= | |0 | 2 | =l | | [ [ = [

Share Definitions

~ 121 [homes]

182 Gonment = Home Directories L
hd
= | root@fash:~ | [=1[p3
WF MREE Settings FHFR

121 [homes] L]

182 comment = Home Directories

183 browseable = no

184 writable = yes

125 walid users = 25

126 create mode = OBR4

187 directory mode = 0775

1328 # If you want users samba doesn't recognize to be mapped to a guest user

139 ; map to guest = bad uszer
__ 1§90

191

192 # Un-comment the following and create the netlogon directory for Domain
Logons

193 5 [netlogon]

194 ;5 comment = Metwork Logon Service

195 ; path = fusr/local/samba/lib/netlogon

196 ; guest ok = yes

197 ; writable = no

93 ;  share modes = no

199

200

201 ¥ Un-comment the following to provide s specific roving profile share
202 # the default iz to use the user's home directory
203 ;[Profiles]

204 ; path = fusr/local/sanha/profiles
208 ; browszeahle = no

206 3 guest ok = yes

207

208

208 ¥ NOTE: Tf you have a BSD-style print system there iz no need to
210 f specifically define each individual printer
211 [printers]

[4]
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20

[l i

271 [tmp]
207

conmert = ALl Printers

path = fvar/spool/sana

browseable = no
Set public = yes to allow wser 'guest account' to print
guest ok = no

writable = no

printable = yes

==

# Thiz one iz useful for people to share files

comment. = Temporary file space

273 path = sfhone/chaiyen

IC

294 read only = no

205 public = yes

226

297 ¥ A publicly accessible directory, but read only, ewxcept for people in

278 # the "staff' group

229 ;[public]

230 5 comment = Public Stuff

731 ;  path = /home/sanba

232 3 public = yes

233 3 writshle = yes

234 5 printable = no

235 3 write list = @staff

236

237 % Other examples,

238 #

733 # A private printer, ussble only by fred, Spool data will be placed in f
red's

240 # home directory, Mote that fred nust have write access to the spool dir
ectaory,

241 B vherever it is, ]

hd

= | root@fash:~ | [=1[p3

TEFE iREE Settings AR

24
24
24
24
24
24
24
24

i o e

]
(] ()
(] (]
(= =

252
253

= o
o i

270

5 [fredsprn]

5 comment = Fred's Printer
valid users = fred

path = /fhome/fred
printer = freds_printer
public = no

uritable = no

printable = yes

# A private directory, usshle only by fred, Mote that fred requires weit

# access to the directory.

s [fredsdir]

5 comment = Fred's Service
path = Jfusr/sonewhere/private
valid users = fred

public = no

writahle = yes

printable = no

# 2 service which has a different directory for each machine that connec
# thiz allows you to tailor configurations to incoming machines, You cou

# also uze the EU option to tailor it by user namne.

# The 2m gets replaced with the machine nane that is connecting,
5 [pchome]

5 conment = PC Directories

path = fusr/local/pc/En

public = no

writable = yes

3
H
3
3

[4]
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= | root@flash~ IEEE
WE HREE Settings EHFR

271 # A publicly accessihle directory, read/urite to all users, MHote that al 4|
1 files

272 ¥ created in the directory by users will be owned by the defsult user, =
=}

273 # any user with access can delete any other user's files, Obviously this
274 % directory must be writshle by the default user. Another user could of

course

275 ¥ be specified, in which caze all files would be owned by that user inst
ead,

276 5 [public]

377 ;3  path = fusr/somewhere/else/public

78 3 public = yes

279 5 only guest = yes

280 3 writahle = yes

231 5 printable = no

82

282 ¥ The following two entries demonstrate how to share a directory =o that
tuwo

284 # users can place files there that will be owned by the specific users.
In this

285 ¥ =etup, the directory should be weitable by both users and should have
the

286 # sticky bit szet on it to prevent abuse. Obviously this could he extends
d to

287 ¥ 2= many users == reguired,

288 ; [myshare]

289 ;5 comment = Mary's and Fred's stuff

290 ;  path = fusr/somewhere/shared
291 3 valid users = mary fred
292 ;5 public = no
EIER writahle = yes
294 f] printable = o L
-
= | root@fash:~ =l

TEFE iREE Settings AR

275 ¥ be specified, in which caze all files would be owned by that user inst &)

ead,
276 5 [public]
377 ;  path = fusr/soneshere/else/public
278 public = yes

278 ; only guest = yes

280 writahle = yes

281 printable = no

82

282 ¥ The following two entries demonstrate how to share a directory =o that
tuwo

284 # users can place files there that will be owned by the specific users.
In this

285 ¥ =etup, the directory should be weitable by both users and should have
the
286 # sticky bit szet on it to prevent abuse. Obviously this could he extends
d to
287 ¥ 2= many users a= reguired,
288 ; [myshare]
289 ;5 comment = Mary's and Fred's stuff
;  path = fusr/somewhere,/shared
5 valid users = mary fred
292 3 public = no

293 writahle = yes

294 printable = no

295 ; create mask = 0765
296 [homea]

297 path = fhome/chaiyen
298 public=yes

298 writable=yes

300 _onlyguest=yes

201 1]

[4]
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== By

<<1>>

samba 18 workgroup

windows workgroup

<2>> samba IP
61.218.29.




L/m/xsﬁg

<<3>>

share

user samba
samba server samba

] security = share

a4

windows samba linux username

password samba samba password

Share

windows

User

Password
Server

Samba
User

Domain

Domain

<<4>>

Q 24-9
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A0 encrypt passwords = yes

71 zmh passwd file = jetc/zanba/smbpasswd
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chaiyen

<<5>>
linux
296 300 path
yes Browseable=Yes
298 public

299 writable

2096 [home]

297 path = fhomefchaiven
2098 publiceyes

209 writakhle=yes

200 onlyguest—yes

<<6>> chaiyen

/home/chaiyen

[Foot@Flash home]# chmod 777 chaiyen]]

<<7>>

i S AR

| Fie Edit Yiw Go Favorts Help

Ji-,-!,@ N

i

Hank B Tp Cut Copy
| Address [B5 4835 LATSE =]
.@) =] =] nl
- =/ =>
TR Resir Flash W

/home/chaiyen

writable
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<<g>>home
| File Edit ¥iew Op Favorts Help |ﬁ
j & . =2 | X »
Back Forward Tp Cut Copy
| Address [B] Fiash =]
chatyen, home tmp
3 @it A
<<9>>Samba -smbpasswd
Samba
/etc/samba/smbpasswd ~ Samba
smbpasswd
mksmbpasswd.sh letc/passwd
/etc/samba/smbpasswd

[root@aasir chaiyen]# cat /etc/passwd | mksmbpasswd.sh > fetc/samba/smbpasswd

600
[root@aasir chaiyen]# chmod 600 /etc/samba/smbpasswd
smbpasswd samba

[root@aasir chaiyen]# smbpasswd chaiyen
New SMB password:

Retype new SMB password:
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Samba /etc/samba/smb.conf
70 71 70 yes 71
Samba /etc/samba/smbpasswd

70 encrypt passwords = yes
71 smb passwd file = /fetc/samba/smbpasswd

<<10>> Samba

smbstatus Samba
61.218.29.5

[root@aasir chaiyen]# smbstatus

Samba version 2.2.7a

Service uid gid pid machine
public nobody  nobody 11406  ww (61.218.29.5) Fri Sep 26 16:06:3
1 2003

No locked files
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1. Samba ?

(A). /usr/bin/nmbd

(B). /usr/bin/smbclient
(C). lusr/bin/nmbd

(D). /etc/samba/smb.conf

i —— i — o — . — — i, — . _— i —— i i — i i i — . . _—

2. Linux
Windows Linux
smb Unix-like

(A). Apache
(B). FTP

(C). Samba
(D). DHCP

. i g i i = _j—

3.
(A). share

(B). Password Server
(C). User
(D). Domain

L L L .
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4, samba windows samba
linux samba linux  windows
samba ?

(A). A./etc/rc.d/init.d/smb start
(B). B./etc/rc.d/init.d/smb stop
(C). C.letc/rc.d/init.d/smb restart
(D). D.testparm

i s e s e s i

5. linux chaiyen
/home/chaiyen path writable
yes ?

(A). Browseable=yes
(B). Hidden=no

(C). Viewable=Yes
(D). Display=yes
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600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss

600 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s0ssssssssss
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