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14-1 Linux
Linux
multiuser
Linux ID UID
uiD uiD
/etc/passwd uiD
ID shell
letc/passwd
letc/passwd
< > < > <UID> <GID> < > < > < shell>
more /etc/passwd letc/passwd

[root@flash chaiven]# more /etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/shin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
Ip:x:4:7:1p:/var/spool/lpd:/shin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:ma1l:/var/spool/mail:/sbin/nologin
news:x:9:13:news:/var/spool/news:
uuep:x:10:14:uuep: /var/spool/uuep: /shin/nologin
operator:x:11:0:operator:/root:/shin/nologin
games :x:12:100:games: /usr/games: /shin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin
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1dent :x:98:98:pident user:/:/sbin/nologin
radvd:x:75:75:radvd user:/:/bin/false
posteres:x:26:26:PostgreSQL Server:/var/lib/pgsgl:/bin/bash
apache:x:48:48: Apache:/var/www:/bin/false
squid:x:23:23::/var/spool/squid:/dev/null

named: x:25:25:Named: /var/named:/bin/false
peap:x:77:77::/varfarpwatch:/sbin/nologin
amanda:x:33:6:Amanda user:/var/lib/amanda:/bin/bash
junkbust:x:73:73::/etc/junkbuster:/bin/bash
mailman:x:41:41:GNU Mailing List Manager:/var/mailman:/bin/false
mysql:x:27:27:MySQL Server:/var/lib/mysql:/bin/bash
netdump:x:34:34:Network Crash Dump user:/var/crash:/bin/bash
ldap:x:55:55:LDAP User:/var/lib/ldap:/bin/false
postfix:x:89:89::/var/spool/postfix:/bin/true

oy x 2424 - /g iehare/pvmi-Shin/bash

chaiyen:x:500:500: :/home/chaiyen:/bin/bash

T = t 1 .‘JC} . ‘JC} . . IHH\ TS T = t L - JflJI ||J”|JLL.§]||
Ju:x:502:502: : fhome/ju:/bin/bash
root ub o0 GID 0 root
[root root shell  /bin/bash chaiyen uiD
500 GID 500 chaiyen /home/chaiyen chaiyen
shell /bin/bash
< > < > <UID> <GID> < > < > < shell>
passwd
letc/passwd
uiD uiD UID
Linux chaiyen UID 500
ub 0
GID
letc/group /etc/passwd GID
email
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shell shell /bin/bash
shell shell
Shell letc/shells
shell
14-1-1
0 65535
100
O UD root 1 UlDadm bin 2 UID daemon 3
UuliD adm..... Linux 500
chaiyen 500 justin
501....
more /etc/passwd /etc/passwd 0 UID

root 1 UlDadm bin 2 UID daemon

[root@flash Net_SSLeay.pm-1.15]# more /etc/passwdlmore
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbhin:/sbhin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin

Linux 500 chaiyen
500 justin 501

chaiyen:x:500:500: : /home/chaiyen:/bin/bash

justin:x:501:501::/home/justin:/bin/bash

T x:502:502: : /home/ju:/bin/bash
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/home
/home/ /home
chaiyen justin ju

[root@flash home]# 1s
chaiyen cvsroot ju justin projects

-

Sy

PROCESS PROCESS| |PROCESS

PROCESS PROCESS| |PROCESS

file file file file file file
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14-1-3 /etc/group

letc/group Linux

[ S L [ i e e 2578

PROCESS PROCESS| |PROCESS|+ |PROCESS PROCESS| |PROCESS

A Y \i , \i Y Y
“u Eﬁ.@
Y Y v : v J J
file file file || file file file
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< > < > <GID> < >

more /etc/group

[root@flash home]# more fetc/group

root:x:0:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,daemon
sys:x:3:root,bin,adm
adm:x:4:root,adm,daemon
tty:x:5:

disk:x:6:100t

chaiyen:x:500:
justin:x:501:

ju:x:502:
< > < > <GID> < >
GID GID
GID
GID 0 65534
ulD GID

500 chaiyen GID 500

GID

GID

chaiyen

uib
uib
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shell

FrEREIEY

adduser

useradd

= root@flash:~ - Shell - Konsole

root

uIiD

/home/
useradd

goodman

LAEREEL @ AR WE WY

[root@f lash rootT# useradd soodman

adduser

juju

‘root@flash~ - Shell - Konsole

TAEREEE @ AR R WY

[root@flash rootT# adduser juju

/home

letc/passwd

shell

/home

[etc/skel

letc/shells
[etc/passwd

bash_logout

Gnome
shell

Desktop

.bash_profile

KDE

BASH TCSH

.bashrc
kde

letc/group

[etc/shadow

[etc/gshadow

fetc/login.defs
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skel

fetc/skel

fetc/skel/ kde

fetc/skel/ . kde/Autostart

fete/skel/ kde/Autostart/Autorun.desktop
fete/skel/ . kde/Autostart/.directory
fetc/skel/ . gtkre

fetc/skel/.bash_logout
fetc/skel/ . bash_profile
fetc/skel/ . bashre

fetc/skel/.emacs

14-2-1

Linux useradd

useradd

-c < > passwd

-s <shell> shell

-u  <uid> ID
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useradd —D

ZAEREEE W Rl wE Wy

[rTootBf lash root]# useradd -D
GROUF=100

HOME = Ahame

IMACTIVE=-1

EXFIFE=

SHELL=rkinAbash
SEEL=retcrskel

[root®f lash root]# [

useradd justinwu justin

TAEREEL s R wE WY

[rootEflash homel# useradd .ustinwu
[rootEf lash home]#

useradd —u 1201 —g chaiyen —d /home/goodgirl goodgirl
goodgirl goodgirl goodgirl uiD
1201 goodgirl chaiyen goodgirl /home/goodgirl

IR w8 RE wmE wY
[rootBflash binl# useradd -u 1201 -g chaiyen -d Ahomesgoodgirl goodzirl

Vi /etc/passwd
| -ax
LU WA RE mid ww
postiix w1 3989 s SuarSaponl Jpoet il S Bindtrue =

pemix i 24124 Susrdshare/pend Fhinsbash

chaiyen:x: 500500  Moreschaiyen: binsbash

Justinix D01 :501;: ; /hones Juatin: /binsbash

U s 508 D50E & 1 Shones ju: sbinsbash

Juju w1504 1504 1 Ahare S Juju  SBindbash

mama :x 1505 :505 1 o home/mama  Sbindbash

poddess i« 506 506 i ShonesSgoddess  Sbindbash
112510510 :/honesid sbinsbash

JujrxiSlLl 511 Ahoned juj SBindbash

big:x:1520:530: homesbig s binsbash

bagS:x 520520 i hames/baghi JBunsbash

Justinu tx SE6 526 Shomes justind justinuu tfbinsbash
W (% 52T 1527 1 s ShoneS justindw s /bin/Bash

goodboy :x:1200: 500 : : Shomes goodboy  /bindbash
goocdgirl = :1201 2500 i home/goodglirl 1 /bl ﬂ.l'bEEl"u

== IHSERT —— 56,46 Bot

ooy [FF5]
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useradd —D useradd
useradd —D —b /home/chaiyen —s /bin/tcsh useradd
/home/chaiyen shell
/bin/tcsh
[rootEflash binl# useradd -D -b Jhomeschaiyen -s sbintcsh
useradd -D

[root@flash binl# useradd -D

GROUF=100

HOME=/haome/chalyen

IMACTIVE=-1

EXFIRE=

SHELL=/bhinstcsh
SEEL=/etc/skel

people
[rootBflash binl# useradd people
vi /etc/passwd
[rootEflash binl# vi Jetc/passwd
people /home/chaiyen/people shell
/bin/tcsh

=S

LU L Tt

tx i P4 i B4 L Susrsshare pvmd L BinsBash
haiyen oS00 500 1 home chaiyen i /binbash
uETim xS0l iS00 r S home s Justin Shlnshash
usx s O0E D02 1 L P ju s/ Bl Bash
Juju s sS04 1506 1 f A Reme S ju ju t S Bins/Bash
o 1905 1505 1S home/ mama S Bindbash
ddess ik D06 006 L Pames goddess Binsbash
1itw:SA0:510: A/ home 1/ Bln/Bash
uj xSl o511 A home s ju ] t/bindbash
g s s S0 S0 ¢ Sl B g S B e Bk
igSiw iS5 525 ok Blgs Bl bk
st irwe rw oS 1SR 1 1 home Justing justinuw /o in bash
1w s ST ST L s S JuEt e we S B Bk
iy £ £ 1200 S0 £ ¢ el g oy ¢S BaER
oodgirl ixd20d 500 homeSgoodgirl i /bindbash
ople e r 130T e 307 S reme S ol yendpeople s Al n IR
Vet spassed” STL, ZS0EC -

Qe [T
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useradd -D useradd

useradd -D

b < >
g < GID>
-s <shell> shell shell
14-2-2
/etc/passwd /etc/shadow
goodgirl goodgirl badgirl
Hrmx—————— 3 goodgirl chaigen 4096 #H 24 44:05 coodzirl

vi /etc/passwd

[rootEflash binl# vi Jetc/passwd
goodgirl badgirl

coode1r]:x:1201:500::/home/badgirl]:/bin/bash
badgirl ix:1201:300: :/homesgoodzlirl :  binsbash
Is-I goodgirl goodgirl badgirl
drwx—————— 3 goodgirl chaigen 4086 &H 21 141:05 goodgirl
drwx—————- 3 badgirl chaigen 4096 8H 21 11:05 goodgirl
mv /home/goodgirl /home/badgirl  goodgirl badgirl

Irumt@?lash bomel# myv Shomesgoodgirl Ahomesbadgirl
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[rootBflash homelt 1s
badzirl chalyen goddess  goodman Jo Juju projects  wuchalyen
big cvsroot  goodboy 11 Juj  Justin wu

/etc/shadow goodgirl badgirl

[root@flash chaiven]# vi /Jetc/shadow
goodgirl:!!1:11920:0:99999:7: ::
badgirl:!!:11920:0:99999:7

14-2-3
root passwd
passwd
-d
-f -u
-l
-S
-u
passwd badgirl badgirl

[root@flash chaiyen]# passwd badgir]

Changing password for user badgirl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
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passwd —I badgirl badgirl
[root@flash chaiyen]# passwd -1 badgirl
Locking password tor user badegir].
passwd: Success

passwd —u badgirl badgirl
[root@f]lash chaiyen]# passwd -u badgir]
Unlocking password for user badgirl.
passwd: Success.

passwd —d badgirl badgirl
[root@f]lash chaiyen]# passwd -d badgir]
Removing password for user badgirl.
passwd: Success

passwd —S badgirl
[root@flash chaiyen]# passwd -S badgirl
Password set, MDS crypt.

14-2-4
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-V
-V o< > simple numbered existing
--help
--version
/home goodman badman
[root@flash homel# Is
badgir! chaiven goddess goodman ju  juu projects wuchaiyen
big cvsroot  goodboy 11 juj  justin  wu

mv /home/goodman /home/badman

[root@ftlash home]# mv /home/goodman /home/badman

goodman badman

[root@flash homel# s

badgir]l big cvsroot goodboy Ju o Juju projects wuchaivyen

bhadman chaiyen goddess 11 juj  justin  wu
14-2-5 shell

chsh shell shell
shell
chsh shell tcsh

shell tcsh

[root@flash home ]# chsh

Changing shell for root.

New shell [/bin/bash]: /bin/tcsh
Shell changed.
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zsh
shell

FrEREIEY

letc/shells
C shell
bash

Berkeley UNIX
Bourne Again Shell

shell
Bill Joy

[root@flash home]# more /etc/shells

/bin/sh
/bin/bash
/sbin/nologin
/bin/bash?
/bin/ash
/bin/bsh
/bin/tesh
/bin/csh
/bin/ksh
/bin/zsh

chsh
shell

chsh

-s <shell >

chsh -l

Shell
chsh

shell

shell

shell

[root@t]lash home ]# chsh -1

/bin/sh
/bin/bash
/sbin/nologin
/bin/bash2
/bin/ash
/bin/bsh
/bin/tcsh
/bin/csh
/bin/ksh
/bin/zsh
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chsh —s /bin/zsh shell

[root@flash home]# chsh -s /bin/zsh
Changing shel!l for root.
Shell changed.

14-3

CPU
userdel
userdel
-r
ii

[roctBflash homele 1s
badgirl big cvysroot  goodboy ju Juju projects wuc
badman chaliyen goddess 11 Jug  Justin wu

usredel —r ii ii

[root@flash homel# userdel -r 11

[rootEflash homel# 1s

padgirl big cvsroot  goodboy  juj Justin AE}
madman chalyen goddess Ju Jujn  projects wuchailyen
userdel wu wu

[root@t]ash homel# userdel wu
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usermod

usremod

-s <shell> shell

-u  <uid> uiD

14-4 Shadow

Linux MD5 passwd
shadow

letc/passwd
/etc/shadow

/etc/shadow

/etc/passwd

Q 14-17
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7/1/1970

99999

7/1/1970
shadow

Vi /etc/shadow shadow

[root@flash homel# vi fetc/shadow
junkbust:!!:11845:0:99999:7:::

mailman:!!:11845:0:99999:7:::

mysgl:!!:11845:0:99999:7: .

netdump:!!:11845:0:99999:7:::

Idap:!!:11845:0:99999:7: 1.

postfix:!!:11845:0:99999:7:::

pvm: ! 11845:0:99999:7:
chaiyen:$1$zwysmLzh$QL41cx/ 1USEzUw.FRInsgl :11901:0:99999:7: :
justin:$1$CYpiEOnUSIDIwZSX3rdrqxpe98ybhll:11904:0:999499:7:
Juju:!:11919:0:99999:7:

mama : $1 $WMATRTHL$ssT1QSg6nPr fWp3Di cUVEM/ :11919::99999: : :
goddess: $1$0IChNjNA$2uuLDi saR5dVtY0p0zaOF/: 11919 :99999: : : :
jui$1$70.8GQan$t f1TWkvzv ysAMec 1 t9dP/:11919:0:99999:7:
justinwu:!!:11920:0:99999:7:

goodboy: !1:11920:0:99999:7: .
badgirl:$1$Ma/ZNYZ3$n1AUaQkXm.Ql g3BzUzeSUL:11920:0:99999:7: :

14-5

shell /etc/group
letc/group

more /etc/group
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[root@tlash home]# more /etc/group
root:x:0:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,daemon
sys:x:3:root,bin,adm
adm:x:4:root,adm,daemon

tty:x:5:

disk:x:6:root

chatyen:x:500:

justin:x:501:

jusx:502:
< > < > <GID> < >
GID GID
GID
GID " 0 65534 GID
uiD GID chaiyen uibD
500 chaiyen GID 500 uibD

GID
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groupadd
group
-f
-g < >
-0
-r
groupadd engineers

[root@aasir chaiyen]# groupadd engineers
groupdel

groupdel

groupdel engineers

[root@aasir chaiyen]# groupdel engineers

groupmod
groupmod
-g< >
-0
-n < >
groupmod engineers 550
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[root@aasir chaiyen]# groupmod -g 550 engineers
groupmod —n engineers teachers

[root@aasir chaiyen]# groupmod -n teachers engineers

chgrp

chgrp

--help

--reference = < >

--version
mkdir /home/engineers
[root@aasir chatyen]# mkdir /home/engineers
/home/engineers engineers
[root@aasir chaiyen]# chgrp engineers /home/engineers
/home/engineers

[root@aasir chaiyen]# chmod g+rwx /home/engineers
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guota
guotacheck  quotaon
/home
/etc/fstab (
/etc/fstab ) /home
/home (mount)

[root@flash rootl# vi /fetc/fstab

/home /home
/home default usrquota,grpquota
guota.user  quota.group /home
aquota.user  aquota.group

letc/fstab
ABEL=/ / ext2 defaults 11
one /dev/pts devpts gid=5.mode=620 0 0
ABEL=/home /home ext2 defaults 12
one /proc proc defaults 00
one /dev/shm tmpfs  defaults 00
ABEL=/usr fusr ext3 defaults 12
dev/hda2 swap swap defaults 00
dev/cdrom /mnt/cdrom 1509660 noauto.owner.kudzu.ro ¢ 0

letc/fstab /home
usrquota,grpquota

RABEL=/# £ exld defoults

11
T Adewipta devpts gld=5,.mode=E20 0 O
AREL = Fhome theae axid dalaul La , usrguoba, grpguste 12
e fproc proc defaulta oo
e fdevfshm tmpfs  defaults ]
ABEL = fusr fusr extd defaults 12
el Mhelad il Tk dafaulin ]

v fedrom fant fedrom Ima9660 nosuto.ouner ksdm.ra & 4

vi

guota
letc/fstab

default
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quotacheck aguota.user  aquota.group

[root@flash root]# quotacheck -agv
uotacheck: Scanning /dev/hda3 L[/homel done
uotacheck: Checked 10 directories and 23 files

/home aquota.group  aquota.user
[root@flash home]# 1s -1
total 40
“IW-mmmne- 1 root root 7168 8H 22 17:22 aquota.group
“IWmmmmn-- 1 root root 7168 88 22 17:20 aquota.user
edquota —u (
Disk quota ) edquota —u chaiyen chaiyen

[root@flash rootl# edquota —u chaiyen

/dev/hda3
( node )
hard hard soft soft
soft hard
soft O hard O chaiyen
chaiyen
inodes 10( 10 ) soft
hard
isk quotas for user chaiyen (uid 501):
Filesystem blocks soft hard inodes soft hard
/dev/hda3 40 0 0 10 0 0
1000 10000 chaiyen
1000
Disk quotas for user chaiyen (uid 501):
Filesystem blocks soft hard inodes soft hard
/dev/hda3 40 1000 10000 10 0 0
guota —u —v blocks

40 chaiyen 40 *
quota(soft limit) 10
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[root@flash homel# quota —u —-v chaiyen

Disk quotas for user chaiyen (uid 501):

limit

Filesystem blocks quota limit grace files quota grace
/dev/hda3 _ 40% 10 10000 00:01 10 0 0
quota —v root
Disk quotas for user root (uid 0):
Filesystem blocks quota limit grace files quota limit grace
/dev/hda3 12332 0 0 16 0 0
edquota —t

[root@flash chaiyenl# edquota -t

Block soft

Grace period before enforcing soft limits for users:

Time units may be: days. hours, minutes. or seconds
Filesystem Block grace period

/dev/hda3 /days

repquota —a

[root@flash chaiyenl# repquota -a
##% Report for user quotas on device /dev/hda3
Block grace time: 7days: Inode grace time: 7days

Block limits File limits
User used soft hard grace used soft hard grace
root -- 12332 0 0 16 0 0
justin - 40 0 0 10 0 0
chaiyen  +- 40 10 30 none 10 0 0

Inhode grace period
7days
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25 1

directory

file start end
jeep g 25

160117 ]18[] 2]
20 J21J22[] 23]
24[ ]2s[-126] ]27[ ]

28[_J29[J30[J31]
&E___J#/
Unix Linux inode inode
4k Linux
15 12
4G
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e

B
mode
BeE Y
HHHEE ] R
Ao
BHFSEHE -
i — [ R
i B
= et v
G
-
quota
quota
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-v
-V
edquota guota

edquota
-u guota
-g guota
-p guota
-t

guotacheck

quotacheck
-a letc/fstab guota
-d
-g aquota.group
-R
-u aguota.user
-v
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quotaoff

quotaoff
-a letc/fstab guota
-9
-u
-v

| ro ot@flash:~ - Shell - Konsaole

LfERRE MM mm FE N

[root@flash rootl# quotaoff -agy
/dev/hda3 [/homel: group quotas turned off

guotaon
guotaon
-a letc/fstab quota
-9
-u
-v

root@flash rootl# quotaon —agv
dev/hda3 L[/homel: group quotas turned on
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repquota
repquota

-a letc/fstab quota
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50MB

soft limit ~ 40MB
soft limit  50MB
soft limit  50MB
soft limit  40MB

hard limit
hard limit
hard limit
hard limit

40MB

e e e e e s s e e s, s

1.
(A). grace period
(B). grace period
©. grace period
(D). grace period
2.

(A). quotareport —a
(B). quotareport —all
(C). quotashow —a
(D). repquota -a

(A). usrquota
(B). quota

(C). grpquota
(D). userquota

4. quota

chaiyen

(A). /usr/sbin/fedquota —u chaiyen Justin

(B). /usr/sbin/appquota —p chaiyen Justin

(C). lusr/sbin/appquota —up
(D). /usr/sbin/edpquota —up

chaiyen Justin

chaiyen Justin

justin?

letc/fstab
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SBERZIEE

ftmp ?
edquota /home
tmp
edquota

guotacheck -agv

. letc/X11/.kde
. letc/skell/.kde
. ~l.kde

. Ihome/.kde
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