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xinetd

winetd iz a secure replacement for inetd. It was originally written by panos ®cs.colorado.edu. This is a home for zinetd, and a place for information to be
gathered, bugs to be submitted, and hopefully fixed.

Information:
Features of xinetd
xinetd FAQ
Changelog
Sample confiz
Recent changes
CVS Web
Download:
Source to xinetd 2.3.12 (Released 5 Aug 2003).
Old distributions of xinetd

# tar zxvf xinetd-2.3.12.tar.gz

xinetd-2.3.12 xinetd
# cd xinetd-2.3.12
#./configure
xinetd
#make
make install xinetd

#make install
xinetd
# /sbin/service xinetd restart
[root@tlash xinetd-2.3.12]1# /sbin/service xinetd restart
Zi xinetd:[ EE |
BXE] xinetd:[ FEE ]
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/ete/xinetd.d/

# vi /etc/xinetd.d/telnet

# default: on

telnet

telnet

disable

no yes

# description: The telnet server serves telnet sessions; 1t uses \
# unencrypted username/password pairs for authentication.

service telnet

{

disable = yes

flags = REUSE

socket_type = stream

walt = no

user = root

SCIvVer =

log on_failure 4= USERID
}

xinetd

# /sbin/service xinetd restart
1-1

daemon

Apache

[root@flash chaiyen]# ps -auxlgrep "httpd'
root 1864 0.0 0.5 19748 2744 7
apache 1893 0.0 0.7 19972 4040 ?
apache 1894 0.0 0.8 19960 4440 ?
apache 1895 0.0 0.8 19968 4520 ?
apache 1896 0.0 0.7 19956 4076 7
apache 1897 0.0 0.8 19968 4528 7
apache 1898 0.0 0.8 19968 4192 ?
apache 1899 0.0 0.7 19972 3840 7
apache 1900 0.0 0.7 19880 3908 ?
root 20690 0.0 0.1 4448 648 pts/0

RedHat Linux Fadora 1

/etc/re.d/init.d

start

# /etc/rc.d/init.d/httpd start
[root@flash xinetd.d]# /etc/rec.d/init.

BEET htipd: |

# /etc/rc.d/init.d/httpd stop

fusr/sbin/in.telnetd

Sep03
Sep03
Sep03
Sep03
Sep03
Sep03
Sep03
Sep03
Sep03
09:21

/etc/rc.d/init.d/httpd stop

TEE ]

Jusr/sbin/httpd
[httpd]
[httpd]
[httpd]
[httpd]
[httpd]
[httpd]
[httpd]
[httpd]
:00 grep httpd

OO OO OO
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/etc/re.d/init.d/httpd

d/httpd start

[root@tlash chaiyen]# /fetc/re.d/init.d/httpd stop

=1 httpd:

[ HEE ]

TEEE



stand-alone RedHat Linux Fadora 1

SysV
/etc/rc.d/init.d Linux

httpd /ete/rc.d/init.d RedHat Linux
Fadora 1 /etc/rc.d/init.d/xinetd  restart xinetd

#service xinetd restart
/etc/rc.d/init.d/xinetd restart xinetd

# /etc/rc.d/init.d/xinetd restart
[root@flash xinetd.d]# /etc/rc.d/init.d/xinetd restart
21 xinetd:[ FEE ]
EEED xinetd:[ TEE ]

xinetd xinetd xinetd
/ete/xinetd.conf /ete/xinetd.d
#service xinetd stop
# /etc/rc.d/init.d/xinetd stop
[root@flash xinetd.d]# /fetc/re.d/init.d/xinetd stop
ZIE xinetd:[ FEE ]

xinetd xinetd xinetd
/ete/xinetd.conf /ete/xinetd.d
#service xinetd start
# /etc/rc.d/init.d/xinetd start
[root@flash xinetd.d]# /etc/re.d/init.d/xinetd start
B xinetd:[ MEE ]
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RedHat Linux Fadora 1 chkconfig
redhat-config-services
chkconfig  redhat-config-services Samba Apache
MySQL FTP NEFS Telnet
Chkconfig  redhat-config-services /etc/rc.d/init.d
/etc/re.d

fetc/re.d/rc0.d  /etc/re.d/rc6.d

[root@flash chaiyen]# cd /etc/re.d

[root@t]ash rc.d]# Is

imit.d rcO0.d rc2.d rc4.d rc6b.d [c.sysinit
I'C rel.d rc3.d red.d re.local

1-2-1redhat-config-services
redhat-config-services Redhat-config-servies
Gnome
chkconfig

[Footaflash root]#® redhat—config-services &

[1] 20828

#redhat-config-services &
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I:‘ firsthoot 7| | Apache is a World Wide Web server. It is used to
ghn serve HIML files and CGI.
[ gssftp |
hpog Z
httpd |
[] identd
imap AR - ~
. 3 httpd {pid 20717 20716 20715 20714 20713 20712
HHARS 20711 20710 20707) is running...
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ipftables
ipchains
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imap
imaps
[] inmnd
ipbtables
ipchains
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[] irda
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redhat-config-services

B

Apache 1s a World Wide Web server.

CErl=3

HITHR 3

?iTT%?ﬁ& 4. Ctrl+d

serve HIML files and CGI.

httpd (pid 26086 26085 26084 26083 26082 26081
26080 26079 24631) is rumning...

It is used to

1-2-2chkconfig

chkconfig

on

chkconfig
httpd

off

/sbin/chkconfig chkconfig

# /sbin/chkconfig --level 5 httpd on

off

runlevel 3

# /sbin/chkconfig --level 3 httpd off

reset

chkconfig

# /sbin/chkconfig httpd reset

—list

# /sbin/chkconfig --list httpd
[root@flash xinetd.d]# /sbin/chkconfig --list httpd

httpd

0: BEFA

—level

:RARFA 2:BIEA 3:RORA 4%% 5:BAFA 6:RARA



--level

--list

xinetd

--add

--del

Service on

Service off

Service reset

init.d

Chkconfig

on off

xinetd
Samba

chkconfig swat on

# /sbin/chkconfig swat on

# /sbin/chkconfig --list swat

/ete/xinetd.d/ swat

Samba swat

#vi /etc/xinetd.d/swat

disable=no

default: off

xinetd

swat xinetd

disable no

description: SWAT 1s the Samba Web Admin Tool. Use swat \

connect to port 901 with your favorite web browser.

ervice swat

disable = yes
port

socket type
walt
only_from
user

server

901
stream
no

root

127.0.0.]1

#
#
# to configure your Samba server. To use SWAT, \
#
S
{

fusr/sbhin/swat
log_on_tailure += USERID




Samba chkconfig swat off Off
/etc/xinetd.d/swat  disable yes
#/sbin/chkconfig swat off

#vi /etc/xinetd.d/swat

service swat

{
disable = yes
port = 901
socket _type = stream
walt = no
only_from = 127.0.0.1
User = 100t
server = fusr/sbin/swat
log on_failure += USERID
}

—del --del

#/sbin/chkconfig --del httpd
—add
#/sbin/chkconfig --add httpd



chkconfig —list

# /sbin/chkconfig --list
[root@flash etc]# /sbin/chkconfi

microcode_ctl  O:FaRA 1:RaREA

kudzu
syslog
netfs
network
random
rawdevices
pemela
saslauthd
keytable
apmd

atd

gpm
autofs
iptables
1rda
1sdn
sshd
portmap
nts
ntslock
sendmai |

L xinetd BERIERFE:

0:FAEA  1:FARA
0:FEEA  1:RARA
0:FdFA 1:FAFA
0:FAFA 1:FARA
0:FAEA  1:RARA
0:FIFf  1:FIFA
0:FEEA  1:RARA
0:FAFA 1:FARA
0:FaRf  1:BEEF
0:FaF  1:BAEA
0:FAFA 1:FARA
0:FaFA  1:F3RA
0:FAFA 1:FARA
0:FEEA  1:FARA
0:FEEA  1:RARA
0:FAEA  1:RARA
0:FIFf  1:FIFA
0:FAFA 1:FARA
0:FIEA  1:F3EA
0:FAFA 1:FARA
0:FIEA 1:R3EA

chargen-udp:
rsync: FEalEA
chargen:
daytime-udp:
daytime:
echo-udp:
echo:  RaREA
services:
Servers:
time-udp:
time: EalE|
dbskkd-cdb:
cups-1pd:

sgl fam:

g
2:

2
2
2
2
2
2
2
2
2
2
2:
2
2
2
2
2
2
2
2
2
2

--l1stlimore
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FARA 3:EE
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RIS 3B
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FARA 3:BEE
BEE 3:EE
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P 3B
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wE 3
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chkconfig  /etc/rc.d chkconfig

5 httpd /etc/rc.d/re5.d /etc/rc.d/init.d
httpd 3
chkconfig /etc/rc.d/re3.d /etc/re.d/initd
httpd
3 /ete/re.d/rc3.d/S85httpd

# Is /etc/re.d/rc3.d/*httpd
/ete/re.d/rc3.d/S85httpd
3 /ete/re.d/rc3.d/k15httpd
# /sbin/chkconfig --level 3 httpd off
# Is /etc/rc.d/rc3.d/*httpd
/ete/re.d/rc3.d/K15httpd
httpd chkconfig httpd
3 4 5
# /sbin/chkconfig httpd on



1-3SysV
/etc/re.d/init.d

Apache /usr/sbin/httpd
/ete/rc.d/init.d/httpd  /etc/rc.d/init.d/httpd init.d
SysV /etc/re.d/init.d
/etc/rc.d/init.d
rc.d
0 rc0.d
rcl.d (
)
2 rc2.d (
NES )
3 rc3.d (
)
4 rc4.d
rcS.d
6 rc6.d
RPM rc.d
/etc/re.d/init.d
/ete/rc.d/rc3.d  /etc/rc.d/rc5.d /etc/rc.d/init.d
/etc/re.d/init.d/httpd httpd

/ust/sbin/httpd
#vi /etc/rc.d/init.d/httpd

apachectl=/usr/sbin/apachect]
ht tpd=${HTTPD-/usr/sbin/httpd}
prog=httpd

RETVAL=0




Proccessname httpd
Pidfile /var/run/httpd.pid

Config /etc/httpd/conf/httpd.conf
#!/bin/bash

Startup script for the Apache Web Server

chkconfig: - 85 15

description: Apache is a World Wide Web server. It is used to serve \
HIML files and CGI.

processname: httpd

pidfile: /var/run/httpd.pid

config: /etc/httpd/conf/httpd.cont

Source function library.
. fete/re.d/init.d/functions

i1f [ -f Jetc/sysconfig/httpd ]; then
. fetc/sysconfig/httpd
fi
daemon $httpd
/usr/sbin/httpd

start() {
echo -n $"Starting $prog:
checkl3 I] exit |
daemon $httpd FOPTIONS
RETVAL=$?
echo
[ $RETVAL = 0 ] && touch /var/lock/subsys/httpd
return $RETVAL

killproc

stop() {
echo -n $"Stopping $prog:
killproc $httpd

RETVAL=$?

echo

[ SRETVAL = 0 ] && rm -f /var/lock/subsys/httpd /var/run/httpd.pid
}
httpd /usr/sbin/httpd Apachectl
apache

# Path to the apachect]l script, server binary, and short-form for messages.
apachectI=/usr/sbhin/apachect]

httpd=${HTTPD-/usr/sbin/httpd}

prog=httpd

RETVAL=0



case "$1" 1n

start)

start
stop)

Stop
status)

status $httpd

RETVAL=%?
restart)

Stop

start

condrestart)
1f [ -f /var/run/httpd.pid ] ; then
Stop
start
f1

reload)

reload

graccfﬁiIhc]DICUﬂfigtcst\fu]]htﬂtu&)
$apachect] $@
RETVAL=%?

% )

echo $"Usage: $prog {startistoplrestarticondrestartireloadlstatus|fullst
atuslgraceful lhelplconfigtest}”

ex1t |
esac

exit $RETVAL



xinetd

ID

1-4 (xinetd)
xinetd xinetd
xinetd xinetd
xinetd
xinetd unix inetd xinetd
denial-of-service
/etc/rc.d/init.d xinetd xinetd
xinetd
#service xinetd stop
#service xinetd start
#service xinetd restart
RedHat Linux Fadora 1 chkconfig xinetd
#chkconfig swat on
xinetd /ete/xinetd.conf
service
default
service <service name>
{
< >< >< ><
}
=+ =-
socket type  wait.socket type stream Dgram
datagram raw Wat yes(
) o )
Server args
disable telnet
disable=no telnet

xinetd



#vi /etc/xinetd.d/telnet

service telnet

disable = no

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on_failure += USERID
}
id ID
type RPC INTERNAL UNLISTED
flags flags REUSE INTERCEPT NORETRY IDONLY

NAMEINARGS NODELAY DISABLE
disable yes
socket type stream stream dgram datagram
protocol /etc/protocols
wait yes
no xinetd
user ID
/etc/passwd

group ID /etc/group
instances
nice




S€rver

server_args

only from

IP IP

no_acess

access_times

Hour:min- hour:min

log_type

SYSLOG file

log on_success

PID
HOST USERID

log on_failure

HOST USERID ATTEMPT

rpc_version

RPC

rpc_number

UNLISTED RPC

env




passenv

xinetd

port

redirect

TCP

bind

interface

banner

banner success

banner_fail

groups

enabled

include

includedir

”includedir /etc/xinetd.d”

xinetd

xinetd




/etc/xinetd.d/tftp tftp
#vi /etc/xinetd.d/tftp

# default: off

# description: The tftp server serves files using the trivial file transfer \

# protocol. The tftp protocol 1s often used to boot diskless \

# workstations, download configuration files to network-aware printers, \
# and to start the installation process for some operating systems.
service tftp

{

disable = yes

socket_type dgram

protocol udp

wait yes

user root

server fusr/sbin/in. tftpd

server_args
per_source

-s /tftphoot
11

cps 100 2

flags [Pv4
}

xinetd

#service xinetd restart

titp
log_onsuccess ID log on_failure

nice 10 Log type
SYSLOG FILE Log on_success

Log on_failure
log on success += DURATION USERID

log on failure += USERID
nice = 10
log type = SYSLOG authpriv
log on success = HOST PID
log on failure = HOST RECORD
only from no_accee
instance 50

only from=61.218.29.2
only from = localhost
no_access = 61.218.29.6

instances = 50



defaults

{

instances=60

log_type=FILE /var/log/sesrvicelog
log on success=HOST PID

log _on_failure = HOST RECORD

only from = 61.218.29.2

only from = localhost
no_access = 61.218.29.6
}
xinetd xinetd.conf

includedir
xinetd.conf
includedir /etc/xinetd.d  /etc/xinetd.d

#vi /etc/xinetd.conf

#

# Simple configuration file for xinetd

#

# Some defaults, and include /etc/xinetd.d/

defaults

Instances = 60

log_type = SYSLOG authpriv
log on success = HOST PID
log_on_tailure = HOST

CPS = 25 30

}

includedir /fete/xinetd.d



/etc/xinetd.d swat includedir xinetd.conf
disable yes
#vi /etc/xinetd.d/swat

# default: off
# description: SWAT 1s the Samba Web Admin Tool. Use swat \

# to configure your Samba server. To use SWAT, \
# connect to port 901 with your favorite web browser.
service swat
{
disable = yes
port = 901
socket type = stream
walt = no
only_from = 127.0.0.1
user = root
server = fusr/sbhin/swat
log_on_failure 4= USERID
}
/etc/xinetd.d telnet includedir xinetd.conf
disable no

#vi /etc/xinetd.d/telnet

# default: on
# description: The telnet server serves telnet sessions; 1t uses \

# unencrypted username/password pairs for authentication
service telnet
{

disable = no

flags = REUSE

socket_type = stream

wailt = no

user = 1oot

server = fusr/sbin/in.telnetd

log_on_failure 4= USERID



1-5 TCP Wrappers

/etc/hosts.allow  /etc/hosts.deny
/etc/hosts.allow  /etc/hosts.deny
TCP Wrappers /etc/hosts.allow
TCP Wrappers /etc/hosts.deny
hosts.aloow
IP /etc/hosts.allow
#vi /etc/hosts.allow

http:ALL
aasir.com
ALL aasir.com
ftp
ftp:ALL

http

hosts.deny



Linux

A .startx
B.init.d
C.telnet
D .xinetd

Apache
/ete/re.d/init.d/httpd
A./Jetc/rc.d/init.d
B./usr/etc/rc.d/init.d
C./etc/httpd
D./usr/sbin
3. xinetd
xinetd unix
xinetd

only from

A. log type =
B. log on_failure =

C. log on success =

D. no accee = 61.218.29.18

4. hosts.aloow
IP
A. http:ALL
B.ALL aasir.com
C. ALL:http
D. ftp:ALL

Apache FTP NAT

Linux

/etc/re.d/init.d
/usr/sbin/httpd

xinetd
inetd xinetd

denial-of-service

SYSLOG authpriv
HOST RECORD
HOST PID

hosts.deny
http?



5. /etc/rc.d/init.d xinetd
xinetd ?
A #service xinetd stop
B.#service xinetd start
C.#service xinetd restart
D .#/etc/rc.d/init.d start

I.D 2A 3D 4A 5D

xinetd



