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28 Proxy Server

28-1 Proxy

proxy Server

rpm —qalgrep squid Linux

[root@flash chaiyen]# rpm -galgrep squid
squid-2.5.STABLE] -2

Proxy
Proxy Proxy
Proxy
Proxy Request
Proxy
Proxy
Proxy
RedHat Linux Fedora
#mount /mnt/cdrom
squid squid Proxy
#cd /mnt/cdrom/RedHat/RPMS
#rpm —ivh squid-* * Proxy
Proxy /etc/rc.d/init.d/squid start
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[root@flash etc]# /etc/rc.d/init.d/squid start
B2Er squid: [ FEE ]

Proxy

http://www.squid-cache.org/ Squid

Www.squid-cache.org
Squid Web Proxy Cache

Proxy
Proxy Proxy
Proxy
Proxy
Proxy Proxy cache
Proxy Hierarchy
Proxy B  Proxy C Proxy D
Proxy A
B C D Proxy B C D
Proxy A
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Proxy setup
§| root@flash~ - Shell - Kansole
TAERE R &M iR E W
[rootBf lash root1# setus
System services
‘root@flash~ - Shell - Kansole |[=I[=][x

<Tab>/<AlE-T -
ALY [VERE

o Utility 1

TAEREEL s HA R WY

Choose & Tool

He -, al

Fire onf g
Keuboard conf izurat ion
Mouse conf izguration
Hetwork conf izuration
Printer confizuration
Sustem services

Sound card confizuration
Timezone configuration

H confizuration

squid

root@flash:~ - Shell - Konsole

=TS

IR <F1> EMIEINRIER
;ﬁ ﬁjﬁ(ﬂ)'[ @5}1211

TR B SR RE W

[EI Y
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Proxy http ftp gopher

Proxy Unix Squid Squid

http ssl ftp gopher pop3 SMTP( )
Proxy

Proxy
PIlIB66  CPU 512MB
MAXTOR 40GB
Proxy Vi

/etc/squid/squid.conf

[root@flash etc]# vi /etc/squid/squid.cont

Proxy /etc/squid

[root@flash chaiyen]# cd /fetc/squid

|-- errors -> /fusr/lib/squid/errors/English
| -- mib.txt

| -- mime.conf

| -- mime.conf.default

| -- squid.conf

-- squid.conf.default

errors errors
lusr/lib/squid/errors/Traditional_Chinese

Mib.txt ~ SQUID-MIB
Mime.conf squid  mine
Squid.conf  squid
Squid.conf.default  squid
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Proxy letc/squid/squid.conf

1
2 # WELCOME TO SQUID 2
T
_4#
S # This is the default Squid configuration file. You may wish
6 # to look at the Squid home page (http://www.squid-cache.org/)
44%7£ for the FAQ and other documentation.
O # The default Squid config file shows what the defaults for
10 # various options happen to be. If you don't need to change the
11 # default, you shouldn't uncomment the line. Doing so may cause
12 # run-time problems. In some cases "none” refers to no default
13 # setting at all, while in other cases 1t refers to a valid
14 # option - the comments for that keyword indicate 1f this is the
15 # case.
16 #
A7
18
_19 # NETWORK OPTIONS
I e e e
21

22 # TAG: http_port

o]
(5]

Usage: port
hos tname :port
1.2.3.4:port

[
~

The socket addresses where Squid will listen for HTTP client
requests.  You may specify multiple socket addresses.

There are three forms: port alone, hostname with port, and
IP address with port. If you specify a hostname or IP
address, then Squid binds the socket to that specific
address. This replaces the old "tep_incoming_address
option. Most likely, you do not need to bind to a specific
address, so you can use the port number alone.

[US][FS1LUV] DV V] (FF] S]] | ]| ] | ]
L1 EEN ] | ] ] (] Nl [o7a] BN | el L0

N L L T E s T e T e e

36 The default port number 1s 3128.

37

38 It you are running Squid in accelerator mode, then you

39 probably want to listen on port 80 also, or instead.

40

41 The -a command line option will override the *first® port
42 number listed here.  That option will NOT override an IP
43 address, however.

44

45 You may specify multiple socket addresses on multiple lines.
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46
47
48
49
50
5]
52
53
54
55
56
57
58
59
60
61
62
63
64
05
66
67
68

69
70
71
72
73
74
75
76
77
78
79
30
8]
82
83
84
85
86
87
88
89
90
91
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# http_port 3128

icp_port

The port number where Squid sends and receives ICP queries to
and from neighbor caches. Default 1s 3130, To disable use
"0". May be overridden with -u on the command line.

# icp_port 3130

htep_port
This option is only available 1f Squid is rebuilt with the
--enable-htcp option

The port number where Squid sends and receives HICP queries to
and from neighbor caches. Default 1s 4827. To disable use
e

To enable this option, you must use --enable-htcp with the
configure script.

#
#Default:
# TAG:

#

#

#

i
#Default:
# TAG:

# Note:

i

#

#

#

#

i

#

#

#
#Default:

# htep_port 4827

#  TAG:
i

15 = T e e o e S T e e o o R R e

meast_groups
This tag specifies a list of multicast groups which your server
should join to receive multicasted ICP queries.

NOTE! Be very careful what you put here! Be sure you
understand the difference between an ICP _query_ and an [CP
_reply_. This option 1s to be set only if you want to RECEIVE
multicast queries. Do NOT set this option to SEND multicast
[CP (use cache_peer for that). ICP replies are always sent via
unicast, so this option does not affect whether or not you will
receive replies from multicast group members.

You must be very careful to NOT use a multicast address which
is already in use by another group of caches.

[f you are unsure about multicast, please read the Multicast
chapter in the Squid FAQ (http://www.squid-cache.org/FAQ/).

Usage: mcast_groups 239.128.16.128 224.0.1.20



92 +#
93 #
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By default, Squid doesn't listen on any multicast groups.

94 #Detault:

95 # none

96

97 # TAG: tcp_outgoing address
98 # TAG: udp_incoming_address
99 # TAG: udp_ountgoing_address

100 #
101 #
102 #
103 #
104 #
105 #
kets

—_
—_

DO = = —
= OO0 IO L LD [ ]
HH I IO

126 #

Usage: tep_incoming_address 10.20.30.40
udp_outgoing_address fully.qualified.domain.name

tep_outgoing_address 15 used for connections made to remote
_ _ servers and other caches. _
udp_incoming_address 1s used for the [CP socket receiving pac

from other caches.
udp_outgoing_address 1s used for ICP packets sent out to othe

caches.

The default behavior is to not bind to any specific address.

A #_incoming_address value of 0.0.0.0 indicates that Squid shoul
listen on all available interfaces.

If udp_outgoing_address is set to 255.255.255.255 (the default)
then it will use the same socket as udp_incoming_ address. Only
change this if you want to have ICP queries sent using another
address than where this Squid listens for ICP queries from other
caches.

NOTE, udp_incoming_address and udp_outgoing_address can not
have the same value since they both use port 3130.

NOTE, tep_incoming_address has been removed. You can now
specify IP addresses on the "http_port' line.

127 #Default:

128 # tep_outgoing_address 255.255.255.255
129 # udp_incoming_address 0.0.0.0

130 # udp_outgoing_address 255.255.255.255

131
132

133 # OPTIONS WHICH AFFECT THE NEIGHBOR SELECTION ALGORITHM
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152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
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#  TAG: cache_peer

# To specify other caches in a hierarchy, use the format:

#

# cache_peer hostname type http_port icp_port

#

# For example,

#

# # proxy icp

# # hos tname type port  port options

# e et

# cache_peer parent.foo.net parent 3128 3130 [proxy-onl

¥]

# cache_peer sibl.foo.net sibling 3128 3130 [proxy-onl

¥]

# cache_peer sib2.foo.net sibling 3128 3130 [proxy-onl

¥]

#

# type: either 'parent', 'sibling', or 'multicast’'.

# S - P
proxy_port: The port number where the cache listens for proxy

13 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 S 3 3 3 3

icp_port:

options:

requests.

for querying neighbor caches about
objects. To have a non-ICP neighbor

specify '7'" for the ICP port and make sure the
neighbor machine has the UDP echo port

enabled in 1ts /etc/inetd.conf file.

Used

proxy-only

welght=n

ttl=n

no-query

default

round- robin
multicast-responder
closest-only
no-digest
no-netdbh-exchange
no-delay
login=user:password
connect-timeout=nn
digest-url=url
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TAG: reference_age

As a part of normal operation, Squid performs Least Recently
Used removal of cached objects. The LRU age for removal 1s
computed dynamically, based on the amount of disk space in

use. The dynamic value can be seen in the Cache Manager 'info'
output.

The 'reference_age' parameter defines the maximum LRU age. For
example, setting reference_age to 'l week' will cause objects
to be removed 1f they have not been accessed for a week or
more. The default value 1s one year.

Specify a number here, followed by units of time. For example:
1 week
3.5 days
4 months
2.2 hours

NOTE: this parameter i1s not used when using the enhanced
replacement policies, GDSH or LFUDA.

#Default:
# reference_age 1 year

# TAG: quick_abort_min (KB)

#

TAG: quick_abort_max (KB)

# TAG: quick_abort_pct (percent)

The cache can be configured to continue downloading aborted
requests.  This may be undesirable on slow (e.g. SLIP) links
and/or very busy caches. Impatient users may tie up file
descriptors and bandwidth by repeatedly requesting and
immediately aborting downloads.

When the user aborts a request, Squid will check the
quick_abort values to the amount of data transfered until
then.

[f the transfer has less than "quick_abort_min' KB remaining,
it will finish the retrieval. Setting 'quick_abort_min' to -1
will disable the quick_abort feature.

If the transfer has more than "quick_abort _max' KB remaining,
it will abort the retrieval,

If more than 'quick_abort_pct' of the transfer has completed,
it will finish the retrieval.
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2748
2749
2750
2751
2752
2753
2754
2755
2756
2757
2758
2759
2760
2761
2762
2763
2764
2765
2766
2767
2768
2769
2770
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# none

# TAG:

= 3 3 S 3 3 3 3 3 3 3 3 3 3 3 3 S

ie_refresh onloff

Microsoft Internet Explorer up until version 5.5 Service
Pack 1 has an 1ssue with transparent proxies, wherein 1t

1s impossihle to force a refresh. Turning this on provides
a partial fix to the problem, by causing all IMS-REFRESH
requests from older [E versions to check the origin server
for fresh content, This reduces hit ratio by some amount
(~10% in my experience), but allows users to actually get
fresh content when they want 1t. Note that because Squid
cannot tell if the user is using 5.5 or 5.55P1, the behavior
of 5.5 is unchanged from old versions of Squid (i.e. a
forced refresh is impossible). Newer versions of IE will,
hopefully, continue to have the new behavior and will be
handled based on that assumption. This option defaults to
the old Squid behavior, which is better for hit ratios but
worse for clients using IE, 1f they need to be able to
force fresh content.

#Detault:
# ie_refresh off

Proxy
Proxy letc/squid/squid.conf
Proxy
1457 http_access deny all http_access allow all
Proxy

1448 # Deny requests to unknown ports

1449 http_access deny !Safe_ports
1450 # Deny CONNECT to other than SSL ports
1451 http_access deny CONNECT !SSL_ports

145

).
ja.]
-

_ 1453 ;
_ 1454

3 #
4 #

INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS

1455 # And finally deny all other access to this proxy

1456 http_access allow localhost
1457 http_access allow all
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1422 1458 Proxy
http_access deny all 1457 http_access deny all
http_access allow all Proxy
1422 # TAG: http_access
1423 # Allowing or Denying access based on defined access lists
1424 #
1425 # Access to the HTTP port:
1426 # http_access allowldeny [!]aclname ...
1427 #
1428 # NOTE on default values:
1429 #
1430 # [f there are no "access" lines present, the default is to deny
1431 # the request.
1432 #
1433 # [t none of the "access" lines cause a match, the default 1s the
1434 # opposite of the last line in the list. If the last line was
1435 # deny, then the default is allow. Conversely, if the last line
1436 # 15 allow, the default will be deny. For these reasons, it is a
1437 # good idea to have an "deny all" or "allow all” entry at the end
1438 # of your access lists to avold potential confusion.
1439 #
1440 #Default:
1441 # http_access deny al
1442 #
1443 #Recommended minimum configuration:
1444 #
1445 # Only allow cachemgr access from localhost
1446 http_access allow manager localhost
1447 http_access deny manager
]448 # Deny requests to unknown ports

\_r

9 http_access deny 'Sdft_pﬂlt\

]450 # Deny CONNECT to other than SSL ports
1451 hrrp access deny CONNECT !SSL_ports

I
1453 # [NSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS

.

=
Lnfunlt
o

145
1455 # And finally deny all other access to this proxy
1456 http_access allow localhost
1457 http_access allow all
145

1095 1117 Proxy Proxy
LRU Least Recently Used
1117

117 reference_age 4 months

{ 28-12 @



L/m/)\’gﬁg

1095 1117 Proxy
1095 # TAG: reference_age
1096 # As a part of normal operation, Squid performs Least Recently
1097 # Used removal of cached ohjects. The LRU age for removal 1s
1098 # computed dynamically, based on the amount of disk space in
1099 # use. The dynamic value can be seen in the Cache Manager "info
1100 # output.
1101 #
1102 # The 'reference_age' parameter defines the maximum LRU age. For
1103 # example, setting reference_age to 'l week' will cause objects
1104 # to be removed 1f they have not been accessed for a week or
1105 # more. The default value is one year
1106 #
1107 # Specify a number here, followed by units of time. For example:
1108 # I week
1109 # 3.5 days
1110 # 4 months
1111 # 2.2 hours
1112 #
1113 # NOTE: this parameter is not used when using the enhanced
1114 # replacement policies, GDSH or LFUDA.
1115 #
1116 #Default
1117 reference_age 4 months

Proxy

[root@flash squid]# fetc/re.d/in1t.d/squid restart
=1 squid:.[ ]

EE) squid ¢ | ]
Proxy 2
Hierarchy Proxy flash.aasir.com  Proxy
C Proxy D
Proxy aasir.com flash.aasircom C D
Proxy flash.aasircom C D
Proxy aasir.com
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prpxy 2B AR 8 proxy FEEI il 3

flash.aasir.com

aasir.com

AR

InternetrlfiFRAE

Proxy

Proxy

IE Proxy
flash.aasir.com Proxy
flash.aasir.com  Proxy

28-14 @ |




BREE REED WA BEREQ ITHRD HEAM

=

=5 Nl fFik EHERE BR

e

LTI

D @ http At wrahoo com

J
jq-,-»,@
|
J

S @ HotMadl HIREETEE &) Intermet iEIGHE €] Microsnft

Internet

IR ERAm
BR{FFOHT B 1) -
[FZFEEE (5.
Windows Tpdatedl

AETAHEE R E)

Internet EETED). .

Internet iB78

— | =2 |AE ER | |Em |

S SRR EIE L et -
RS
FiEo.. |
e |
s |
F AT ERERC)
O BT ERHERR ()
C AcEiEFABRER O)
BamERE & SREREE |
I BEZERTRARERRED
- B LAN) B
EBREEL)..
eE | mm | =mwe |

@ 28-15



Proxy Server

Proxy Proxy
flash.aasir.com 3128 3128 flash.aasir.com

R=EUEEL
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v {EF Proxy {E]0REE G0
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Proxy
Proxy Proxy
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ml, AR Proncy {i FEEE
izl HTTPE: [ iz
Secure®):  [flash assir.com C[3128
FTREF: Jtlash.aasir.com : |3128
Gopher(®):  [flash assir.com C[3128
Bocks(T): | : |
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28-3 Proxy

Proxy

22

3128

48 #
Proxy

A8 # http port 3128

22
23
24
25
26
27
28
29
30
3]
32
33
34
35
36
37
38
39
40
iy
42
43
44

= = 3= e S S 3 e S S o T e o e o e T e e o e T

45 #

46 #

TAG: http_port

Usage: port
hos tname:port
1.2.3.4:port

The socket addresses where Squid will listen for HTTP client
requests.  You may specify multiple socket addresses.

There are three forms: port alone, hostname with port, and
[P address with port. If vou specify a hostname or [P
address, then Squid binds the socket to that specific
address. This replaces the old 'tep_incoming_address’
option. Most likely, vou do not need to bind to a specific
address, so you can use the port number alone.

The default port number is 3128.

[f you are running Squid in accelerator mode, then you
probably want to listen on port 80 also, or instead.

The -a command line option will override the *first® port

number listed here.  That option will NOT override an [P
address, however.

You may specify multiple socket addresses on multiple lines.

47 #Default
48 # http port 3128

Proxy

flash.aasir.com Squid

Q 28-17
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136 #
137 #
138 #
139 #
140 #
141 #
142 #
143 #
144 #
145 #

146 #

y]
147 #
y]
148 #
]
149 #

150 #

-0
=
~J

[
%)
S S S S S 9

Proxy Server Ty

,HHLL

TAG: cache_peer _
To specify other caches in a hierarchy, use the format:

cache_peer hostname type http_port 1cp_port

For example,

# proxy icp

# hos tname type port  port options

B e e e i el
cache_peer parent.foo.net parent 3128 3130 [proxy-onl
cache_peer sibl.foo.net sibling 3128 3130 [proxy-onl
cache_peer sib2.foo.net sibling 3128 3130 [proxy-onl

type: either 'parent', 'sibling', or ‘multicast’.

251 252 Proxy
Cache .edu
parent.foo.net  Proxy Inot

TAG: cache_peer_domain
Use to limit the domains for which a neighbor cache will be
queried. Usage:

cache_peer_domain cache-host domain [domain ...]
cache_peer_domain cache-host !domain

For example, specifying

cache_peer_domain parent.foo.net cedu

405 8MB

405 #Default:
406 # cache mem & MB

CPU

{ 28-18 @
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cache

A

423

CPU
Cache L1

424

cache_swap_high

423 # cache_swap_low 90

FrEREIEY

CPU

Cache L2

(e

CPU

CPU

gpl;a. B

cpu register

B

cache

Cache

G
hard disk

Cache

S
B

59%(

cache_swap_low

424 # cache_swap_high 95

Q 28-
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439

disk 4096K (hit ratio)
420 # AU maximum_object_size (bytes)
427 # Objects larger than this size will NOT be saved on disk. The
428 # value is specified in kilobytes, and the default is 4MB. If
429 # you wish to get a high BYTES hit ratio, you should probably
430 # increase this (one 32 MB object hit counts for 3200 10KB
431 # hits). If you wish to increase speed more than your want to
432 # save bandwidth you should leave this low.
433 #
434 # NOTE: if using the LFUDA replacement policy you should increase
435 # this value to maximize the byte hit rate improvement of LFUDA!
436 # See replacement_policy below for a discussion of this policy.
437 #

438 #Default:
439 # maximum_object_size 4096 KB

519 Iru
Iru heap GDSF heap
LFUDA heap LRU

478 # Iru : Squid's original list based LRU policy
479 # heap GDSF : Greedy-Dual Size Frequency
480 # heap LFUDA: Least Frequently Used with Dynamic Aging
481 # heap LRU : LRU policy implemented using a heap

512 # TAG: memory_replacement_policy

S13 # The memory replacement policy parameter determines which

514 # objects are purged from memory when memory space 1s needed.

515 #

516 # See cache_replacement_policy for details.

517 #

518 #Default

519 # memory_replacement_policy Iru

602 cache_dir ufs /var/spool/squid
Ivar/spool/squid 100 100MB
16 256 ufs  squid
I/O (Linux  Solaris) aufs
cache_dir

{ 28-20 @
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601 #Default:
602 # cache_dir ufs /var/spool/squid 100 16 256

Ivar/spool/squid 16

[root@flash squid]# s
00 01 02 03 04 05 06 07 08 09 OA OB 0OC OD OE OF swap.state

Ivar/spool/squid 00 256

root@flash 00]# 1s

0D 1A 27 34 41 4E 5B 68 75 82 8F 9C A9 Be C3 DO DD EA F7
OE 1B 28 35 42 4F 5C 69 76 83 90 9D AA B7 C4 DI DE EB F8
36 43 50 5D 6A 77 84 91 9E AB B8 (5 D2 DF EC F9
ID 2A 37 44 51 5E 6B 78 85 92 9F AC B9 (C6 D3 EO ED FA
IE 2B 38 45 52 S5F o6C 79 86 93 A0 AD BA C7 D4 ElI EE FB
IF 2C 39 46 535 60 6D 7A &7 94 Al AE BB (8 D5 E2 EF FC
20 2D 3A 47 54 61 6E 7B 88 95 A2 AF BC (9 D6 E3 FO FD
21 2E 3B 48 55 62 6F J7C &9 96 A3 BO BD CA D7 E4 Fl FE

(=N
(==}
|
0
S}
N

& : A 97 A4 Bl BE (B D8 E5 F2 FF
23 30 3D 4A 57 64 71 JE 8B 98 AS B2 BF COC D9 E6 F3
24 31 3E 4B 38 65 72 ¢ 8C 99 A6 B3 C0 CD DA E7 T[4
25 32 3F 4C 59 66 73 80 8 9A A7 B4 C1 CE DB E8 F5
26 33 40 4D 5A 67 74 81 8E 9B A8 B5 C2 CF DC E9 Fo

e T

AN FOEFISTTEDO—

Nl BN Ko YU, B ULY N Tl
o
o
b
eS|
(@)}
=~
O
Ln
(o))
an
G
-J
o
-]
o]
oo
=

—

609

608 #Detault:
609 # cache access log fvar/log/squid/access. log

617 cache cache
611 # TAG: cache_log
612 # Cache logging file. This is where general information about
613 # your cache's behavior goes. You can increase the amount of data
614 # logged to this file with the "debug_options” tag below.
615 #

616 #Default:
617 # cache_log /var/log/squid/cache.log

627
none

626 #Default:
627 # cache_store_log /var/log/squid/store. log

Q 28-21 F



LRU

4

Proxy Server Ty

,HHLL

1440 #Default:

1441 # http_access deny all

1442 #

1443 #Recommended minimum configuration:

1444 #

1445 # Only allow cachemgr access from localhost
1446 http_access allow manager localhost

1447 http_access deny manager

1448 # Deny requests to unknown ports

1449 http_access deny !Safe_ports

1450 # Deny CONNECT to other than SSL ports

%jgé ﬁttp_access deny CONNECT !SSL_ports

1453 # INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS

Squid LRU Cache
Cache reference_age
LRU 1 week
1 year 1117
months

1116 #Default:
1117 reference_age 4 months

1095 # TAG: reference_age

1096 # As a part of normal operation, Squid performs Least Recently
1097 # Used removal of cached objects. The LRU age for removal is
1098 # computed dynamically, based on the amount of disk space in
1099 # use. The dynamic value can be seen in the Cache Manager '"info'
1100 # output.

1101 #

1102 # The '"reference_age' parameter defines the maximum LRU age. For
1103 # example, setting reference_age to 'l week' will cause ohjects
1104 # to be removed 1f they have not been accessed for a week or

1105 # more. The default value is one year.

1106 #

1107 # Specify a number here, followed by units of time. For example:
1108 # 1 week

1109 # 3.5 days

1110 # 4 months

1111 # 2.2 hours

1112 #

1113 # NOTE: this parameter is not used when using the enhanced

%%%g i replacement policies, GDSH or LFUDA.

1116 #Default:

1117 reference_age 4 months
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1254 Proxy
1440

1237 # TAG: client_lifetime time-units
1238 # The maximum amount of time that a client (browser) 1s allowed to
1239 # remain connected to the cache process. This protects the Cache
1240 # from having a lot of sockets (and hence file descriptors) tied u

P
1241 # in a CLOSE_WAIT state from remote clients that go away without
1242 # properly shutting down (either because of a network failure or
1243 # because of a poor client implementation). The default is one
1244 # day, 1440 minutes.
1245 #
1246 # NOTE: The default value is intended to be much larger than any
1247 # client would ever need to be connected to your cache. You
1248 # should probably change client_lifetime only as a last resort.
1249 # [f you seem to have many client conmnections tying up
1250 # filedescriptors, we recommend first tuning the read_timeout,
1251 # request_timeout, pconn_timeout and quick_abort values.
1252 #

1253 #Default:
1254 # client lifetime 1 day

1300 timeout Proxy
timeout
1292 # TAG: shutdown_lifetime time-units
1293 # th1 SIGTERM or SIGHUP is received, the cache is put into
1294 # "shutdown pending"” mode until all active sockets are closed.
1295 # This value 1s the lifetime to set for all open descriptors
1296 # during shutdown mode. Any active clients after this many
]2)7 # seconds will receive a "timeout' message.
1298 #
1299 #Default
1300 # shutdown_lifetime 30 seconds
(Access Control list,acl)
1320 src( source) Proxy IP
1321 src( source) Proxy
1322 dst( destination) Proxy
( IP )
aclname acltype
(access control type)
Proxy (access control
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list,acl) acl
1306 # TAG: acl
1307 # Defining an Access List
1308 #
1309 # acl aclname acltype stringl
1310 # acl aclname acltype "file" ...
1311 #
_ 1312 # when using "file", the file should contain one 1tem per line
__ 1313 #
314 # acltype is one of src dst srcdomain dstdomain url_pattern
1315 # urlpath_pattern time port proto method browser user
__1316 #
1317 # By default, regular expressions are CASE-SENSITIVE. To make
318 # them case-insensitive, use the -1 option.
1319 #
1320 # acl aclname src ip-address/netmask ... (clients IP address)
1321 # acl aclname src addrl-addr2/netmask ... (range of addresses
)
1322 # acl aclname dst 1p-address/netmask ... (URL host's IP addre
88)
acl( )

0 #Examples:
I #acl myexample dst_as 1241

2 #acl password proxy_auth REQUIRED

3 #acl fileupload req mime_type -1 *multipart/form-data$
4 #

S #Recommended minimum configuration:

6 acl all src 0.0.0.0/0.0.0.0

7 acl manager proto cache_object

8 acl localhost src 127.0.0.1/255.255.255.255

09 acl SSL_ports part 443 563

e e e I e i e e el e e el el e el et

10 acl Safe_ports port 80 # http

11 acl Safe_ports port 21 # ftp

12 acl Safe_ports port 443 563 # https, snews

13 acl Safe_ports port 70 # gopher

14 acl Safe_ports port 210 # wals

15 acl Safe_ports port 1025-65535 # unregistered ports

16 acl Safe_ports port 280 # http-mgmt

17 acl Safe_ports port 488 # gss-http

18 acl Safe_ports port 591 # filemaker

19 acl Safe_ports port 777 # multiling http

20 acl CONNECT method CONNECT

61.218.29.0 Proxy flash
acl 255.255.255.248

61.218.29.0 61.218.29.7 P Proxy

1421 acl flash src 61.218.29.0/255.255.255.248
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ACL
acl acl acl acl
src IP
Proxy Server
acl acl src P/

Intemetnﬁlz}’?? fﬁ, & )t

proxy (! I3

flash.aasir.com
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1422 http http http_access

deny all http_access deny all http_access allow all

_1422 # TAG: http_access

1423 # Allowing or Denying access based on defined access lists

1424 #

1425 # Access to the HTTP port:

1426 # http_access allowldeny [!]aclname ..

1427 #

1428 # NOTE on default values:

1429 #

1430 # [f there are no "access” lines present, the default is to deny

1431 # the request.

1432 #

1433 # [f none of the "access" lines cause a match, the default 1s the

1434 # opposite of the last line in the list. If the last line was

1435 # deny, then the default is allow. Conversely, if the last line

1436 # i1s allow, the default will be deny. For these reasons, 1t 1s a

1437 # good 1dea to have an "deny all" or "allow all” entry at the end

1438 # of your access lists to avoid potential confusion.

1439 #

1440 #Default:

“1441 # http_access deny all

1453 # INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
1454 #

1455 # And finally deny all other access to this proxy

1456 http_access allow localhost

1457 http_access allow all

1458 http_access allow flash flash
61.218.29.0/61.218.29.7

[ 458 http_access allow flash

1539 Proxy
Webmaster root
1536 # TAG: cache_mgr
[537 # Email-address of local cache manager who will receive
1538 # mail 1f the cache dies. The default 1s "webmaster."

1539 #cache_mgr root

1639 httpd
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1639 # HTTPD-ACCELERATOR OPTIONS

LO40 # - o mmmmm e e e
1641

1642 # TAG: httpd_accel_host

1643 # TAG: httpd_accel_port

1644 # [f you want to run Squid as an httpd accelerator, define the
1645 # host name and port number where the real HTTP server 1s

1646 #

1647 # [f you want virtual host support then specify the hostname
1648 # as "virtual”,

1649 #

1650 # [f you want virtual port support then specify the port as "0".
1651 #

1652 # NOTE: enabling httpd_accel_host disables proxy-caching and
1653 # [CP. If you want these features enabled also, then set

1654 # the "httpd_accel_with_proxy" option.

1655 #

1656 #Default:
1657 # httpd_accel _port 80

1704 1713 DNS
1704 # MISCELLANEQUS
1705 # = mmm s mm e e e e e e e e
1706
1707 # TAG: dns_testnames
1708 # The DNS tests exit as soon as the first site 1s successtully loo
ked up
1709 #
1710 # This test can be disabled with the -D command line option.
1711 #
1712 #Default
1713 # dns_testnames netscape.com internic.net nlanr.net microsoft.com
cache
cache miss
cache CPU
LRU FIFO
chace
LRU
(temporal locality)
(FIFO) Cache
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cache

cache
cache

dirty bit dirty bit=1

(Secondary storage)

(relocation)

TLB(translation lookaside buffer)

tarp
INVALID
dirty bit =0))

\% VALID

(v

i
dirty bit=1
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OPT
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OPT
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CPU Hit ratio
index Page table
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LRU LRU OPT
Cache miss
cache
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1. Proxy http ftp gopher
Proxy Unix Squid Squid
http ssl ftp gopher pop3 SMTP( )
Squid ?
(A). News
(B). HTTP
(C). DNS
(D). FTP
2 Proxy ?
Proxy B  Proxy C Proxy D
Proxy A
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D Proxy A
(A).
(B).
(©). Hierarchy
(D).
3. Squid Proxy
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(©). parent
(D).
4,
?
(A). Upgrade our network
(B). Route all Web surfing through a Squid server
(C). Route the boss’s mail over a different subnet
(D). Reconfigure our DNS servers to increase their local cache
5. CPU
CPU
Cache
cache CPU CPU Cache
Cache L1l Cachel2 CPU
1000
?
(A).
(B).
(©).
(D).
6. ? OPT
(CPU ) LRU LRU FIFO
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