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[root@net122 root]# tar zxvf pcre-4.1.tar.gz

[root@net122 root]# cd pcre-4.1

[root@net122 pcre-4.1]# ./configure; make ; make install

i@ b oSnort ehE sk (http://www.snort.org) T LB ATIR A 0 B AT A G
2.1.0 % > B2 fRREFE o & 237 P B
[root@net122 linul]# tar zxvf snort-2.1.0.tar.gz

% Fw AL AR 7 % K libpeap shE 0 dg 4 40T
[root@net122 root]# rpm -galgrep libpcap
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“--enable-debug’
Enable debugging options (bugreports and developers only).
“--with-snmp’
Enable SNMP alerting code.
“--enable-smbalerts'
Enable the SMB alerting code, which is somewhat unsafe as it executes
a popen() call from within the program (which runs at root privs).
You've been warned, use it with caution!
“--enable-flexresp’
Enable the 'Flexible Response’ code, that allows you to
cancel hostile connections on IP-level when a rule matches.
When you enable this feature, you also need the 'libnet'-library
that can be found at http://www.packetfactory.net/libnet.
See README.FLEXRESP for details.
This function is still ALPHA, so use with caution.
“--with-mysql=DIR’
Support for mysql, turn this on if you want to use ACID with MySQL.
“--with-odbc=DIR'
Support for ODBC databases, turn this on if you want to use ACID with a
non-listed DB.
“--with-postgresql=DIR'
Support for Postgresql databases, turn this on if you want to use ACID with
PostgreSQL.
“--with-oracle=DIR'’
Support for Oracle databases, turn this on if you want to use ACID with
Oracle.
“--with-openss|=DIR’
Support for openssl (used by the XML output plugin).
“--with-libpg-includes=DIR'
Set the include directories for Postgres SQL database support to DIR.
“--with-libpcap-includes=DIR'
If the configuration script can't find the libpcap include files on its
own, the path can be set manually with this switch.
“--with-libpcap-libraries=DIR’
If the configuration script can't find the libpcap library files on its
own, the path can be set manually with this switch.
“--with-libxml2-includes=DIR’
Libxml2 include directory.




“--with-libxml2-libraries=DIR'
Libxml2 library directory.
“--with-libntp-libraries=DIR'
Libntp library directory.
“--with-libidmef-includes=DIR’
Libidmef include directory.
“--with-libidmef-libraries=DIR’
Libidmef library directory.
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[root@net122 snort-2.1.0]# ./configure
[root@net122 snort-2.1.0]# make
[root@net122 snort-2.1.0]# make install

iz zz/etc/snort/snort.conf o - #- :
var HOME_NET any
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var HOME_NET 192.192.73.0/24
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FRETRE
var RULE_PATH ../
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var RULE_PATH /etc/snort/rules
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[root@net122 snort]# /usr/local/bin/snort -v -l /var/log/snort
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[root@net122 snort]#ls

210.118.121.13  218.76.106.77 65.93.73.29
210.202.66.14 218.80.11.115 66.111.54.190
210.49.49.17 218.80.191.35 66.186.79.166
210.58.155.31 218.80.30.224 66.187.233.4
210.68.141.78 218.84.221.248  66.234.206.10
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210.75.28.5 218.89.138.22 66.38.8.84
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[root@net122 snort]# /usr/local/bin/snort -c /etc/snort/snort.conf -D

Ho eigag T-cy B % dp Tl RELs snort ek B 4f > fpt i@ *
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Ivar/log/snort/alert edp 4 4o
[root@net122 snort]# less alert
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[**] [119:13:1] (http_inspect) NON-RFC HTTP DELIMITER [**]
02/18-15:47:31.389221 192.192.73.121:1374 -> 66.35.229.185:80

TCP TTL:128 TOS:0x0 1D:14579 IpLen:20 DgmLen:736 DF

**x* AP*** Seq: 0XE345D9D  Ack: OXBDDCB4EA Win: 0x4320 TcpLen: 20

[**] [119:7:1] (http_inspect) 1S UNICODE CODEPOINT ENCODING [**]
02/18-15:47:35.861355 192.192.73.121:1372 -> 66.102.9.99:80

TCP TTL:128 TOS:0x0 1D:14608 IpLen:20 DgmLen:635 DF

**XAP*** Seq: OXE2E6680 Ack: 0x8D953196 Win: 0x4320 TcplLen: 20

[**] [119:7:1] (http_inspect) 1S UNICODE CODEPOINT ENCODING [**]
02/18-15:47:35.862964 192.192.73.121:1372 -> 66.102.9.99:80

TCP TTL:240 TOS:0x10 ID:0 IpLen:20 DgmLen:1110

**EAP*** Se: 0x8D953196 Ack: OXE2E68D3  Win: 0x16D0 TcpLen: 20
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(http://www.snort.org/dl/contrib/other_tools/guardian/) ™ ' guardian =425 » 45
FIB AT N (S > fRREFE » %D o

d 3t Guardian ¥ - % * perl & = e34%5% > #702 & 3 2T guardian.conf 4% > #- Interface
ethO 2 :x 5 8 B} e 23K %o 7818 # HostGatewayByte 1 i2:c 5 3 B + 0 IP
Address » )4 :

HostGatewayByte 192.192.73.122

#- AlertFile /var/adm/secure i #x % /var/log/snort/alert > f;'zﬁ',';%r]ﬁ{snort TR 3K e
mﬁf 4 2 diAg o

H% F 1= 2 [etc/guardian.ignore » i B AR R AR L e R E Ak o Blde
DNS & #_gateway % -

#-guardian.conf 3% F. I fetc ¥ - g 4 4o

[root@net122 guardian-1.6]# mv guardian.conf /etc
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cp guardian.pl /usr/local/bin

cd script/

mv iptables_block.sh guardian_block.sh

mv iptables_unblock.sh guardiam_unblock.sh
cp guardian_block.sh /usr/local/bin

cp guardian_unblock.sh /usr/local/bin

B {é £ kx> guardian :
{usr/local/bin/guardian.pl —c /etc/guardian.conf

¥ ob 5 3B ¥ i@ * 4o snortsnarf (B 254 $7 1 £k ELZ snort o alert o

B LT snort chE ok
(http Ilwww.snort.org/dl/contrib/data_analysis/snortsnarf/ ) = 4% snortsnarf =z ;¢ -
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[root@net122 linul]# tar zxvf SnortSnarf-021111.1.tar.gz
[root@net122 linul]# cd SnortSnarf-021111.1

= 2 gnortsnarf 77 & ccgi P 4% ?&?ﬁi%l P 4%
[root@net122 SnortSnarf-021111.1]# mkdir /var/www/cgi-bin/snort



[root@net122 SnortSnarf-021111.1]# mkdir /var/www/html/snort

-5 % ehsnort 4758 48 9 F] cgi-bin ¥ > T 7] 4w §_#&-SnortSnarf p 457 fcgi 42
74 ~include/ p 4 sr#r3 L& ~ 02 2 snortsnarf.pl i& £ A2 4F W P pE i B
[root@net122 SnortSnarf-021111.1]# cp cgi/* /var/www/cgi-bin/snort/

[root@net122 SnortSnarf-021111.1]# cp -R include/ /var/www/cgi-bin/snort/
[root@net122 SnortSnarf-021111.1]# cp snortsnarf.pl /var/www/cgi-bin/snort/

Foebod 20211111 ;2 Bk A 2 2 R AT 1—*‘5 T 447 020316.1 vk A o
fAR 5516 o 4 Time-modules/lib/Time it # P #-4F & 3] /var/wwwi/cgi-bin/snort £ p
&

[root@net122 SnortSnarf-020316.1]# cp -R Time-modules/lib/Time
Ivar/wwwi/cgi-bin/snort

B {é £ i3 s snortsnarf.pl A% > 2 s S ehalert 4 % - 2 Bk 28
$def_source= $root."var".$dirsep."log".$dirsep."snort.alert";
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[root@net122 snort]# ./snortsnarf.pl -d /var/www/html/snort -color="yes' -rulesdir
[etc/snort/rules /var/log/snort/portscan.log /var/log/snort/alert
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| Priosity | Siguatume (chick for sag nfe) |# Alets | # Soucees | # Dusts | Detal bk q
[3 [1cMP PING CrbrKit 22 Windows [sd] [arachIDS] (28 |1 |2 | Sunmary
|2 |BAD-TRAFFIC koopbuck walfic [msmeonel [6d) |1 |1 1| Sy
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[152 192 236 104 [ 28 28 |28 |z
Destinations recelving this attack signature

Destiations | # Alerts (ig) | # Alests hotal) | # Secs (sigh | ¥ Srca Goral)
192192732 |1 1 1 1
13213273022 1 1 [2 1
19219273110 | 1 1 [1 1
|121827323 |1 £ [ 1
[19219273100 [ [1 1 [1
[2082731 |1 E I E
111382 (1 [ b
pwna 1|1 L L
121927338 |1 1 I 1
1921927355 |1 2 [1 2
1921927348 |1 1 [1 1
1921929317 [1 1 I 1
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1921929320 |1 1 [ 1
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[*=] [1:483:2] ICHF PING CybecKit 2.3 Windaws [*7]
[Clasaification: Misc mctivity] [Priccicy: 3)
10/02=14:90: 41822118 192,192 . 358,104 = 193.195.73.1
ICAP TTL:138 TOS:0x0 ID:80 Iplen:i0 Dgmben: 92

Type:d Code:Q I0:51F Seq:31921 ECHD

[Xzef =r hErtp:/wws, uhitehata,con infos ID8154]

[**] [1:403:2] ICKP PING CyberKir 2.7 Windows [*]
[Cla=ssificacion: Hisc sctiwity] [Prioccicy: 3]
10,/02-14:40141 900326 192,192,236, 104 =

ICHF TTL:118 TOS:Dxd ID:36 IpLen:Z0 Dgmlen:32
Type:d Code:0 ID:51E Seq:iZess ECHD:

[Eref => htcp:/fwww.whicehacs. con’ infos IDG154]

[**) [2:483:2) ICHP PING Cymeckic 3.3 Windows [7)
[Clasaification: Misc metivity] :annw :I:l
002 =14: 40 43 OOISAT 102 . 102 236, 104

ICAP TTL:118 ToS:0x0 ID:203 Iplen:d0 MI‘I
Type: Code:0 ID:51% Seqg:31713 ECHO

[Xref => htbp:/fued,whitehats, com infos THE154]

[**] [1:483:2] ICHP PING CyherFit 2.2 Windows [*'] <
[Classifiracion: Hise sctiwivy] [Priceicy: 3]

10/02=14:40:42 014504 192,192,336, 104 =»

ICHF TTL:=118 TOS:=0x0 ID:104 Iplemn:30 Dipslen:Sz
Type:d Code:d ID:512 Seq:34225 ECHO

[Eref =x hrep!/Seww.whicehaes. =onf infos IDG154]

[ow] [1:400:2)] ICHP PING Cynaprkit 2.2 Uindows [*r]
[Claspificacion: Misc activity] [Prisciey: 3]
10/02-14: 90 42 000762 102 . 2102 236, 104 - 102 192 99,12
ICAP TTL:120 TOS:0x0 ID:107 Iplen:20 Dipmlen:s?

Type:ll Code:0 ID:512 Sag:34707 ECHD

[¥ref =» htep:/Svw, whitshars, cond inta/ [DG154]

[**) [1:483:2] W [=* =

PAlamndddaandnn: Wine anmdiadmml PAudaodnmns &

& Webmin } gisnort #ie

snort 1 = A=k (Chttp://www.snort.org/dl/contrib/front_ends/webmin_plugin/)
= 3% Webmin shsnort - o #-snort-1.0.wbm + @ %5 > & * Webmin cofice
% %ﬁ;‘ k& 55 2818 F] Webmin e g e Webmin i % #- snort-1.0.wbm &g j& 2
FBH O RUBLRERTZETT o

| = F_&

i~ T4 % f 50 % Command to start Snort  (optional ) #p % x5 4o » =
¥ Ex®s snort -
{usr/local/bin/snort -vde -D -c /etc/snort/snort.conf
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SRULE EATHAGMack vesponsts -~ Disable | $RULE_PATH/misc /  Disabls
$EULE FATHPackdoos X Ensble |FRULE PATHmulimedia "'- E‘Hﬂt W < Dissble
SRULE FATHbadallic o MIW o MIM o Digable
$RULE_FATHfhat % Ematfs |ERULE PATH/athics  Dizable | FRULE_FATHAslnet + Disable
SEULE FATHUd0s o Disable | $RULE PATHmAE < Disabls | SRULE FATHRMIp < Dissble
$RULE FATHidne < Disble |$RULE_PATHGecl: i mlw ®  Erable
FRULE PATHAs < L SRULE PATHioherdds |« Disable % Enable
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Sniffer #:;%
dod R & ¥ R REon 0 TCP/IP chdd & fRepps » 7 L ¢ T S endg 4
[root@net122 root]# /usr/local/bin/snort -v

+=+=+=+ +:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+

v b ihdg £ 8 i Bgor IP fe TCP/UDP/ICMP ehdt e #Rgp @ @ > 4ok & Bion B ¥ 4
PR > T B AR R e b - B d g o dg 4 Ao
[root@net122 root]# /usr/local/bin/snort -vd
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{usr/local/bin/snort -ve

# &_i# * fusr/local/bin/snort —vde > »

) +20 Demlen:dls DF
5 Ack: EQ  Win: BE Te ot 20
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fid * osnort TREIPEF > VLU 3T R * o B4 ¢ Jusr/local/bin/snort —vde 2
lusr/local/bin/snort —v —d -e
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Packet logger #i3¢
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[root@net122 root]# /usr/local/bin/snort -vde -1 /var/log/snort
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[root@net122 snort]# /usr/local/bin/snort -vde -1 -h 61.62.103.105 /var/log/snort

B EH
[root@net122 snort]# /usr/local/bin/snort -r ./snort.log.1065106946

» i RIS
» BRI . Hiekkeh- 80 R 7 iU frieskeni Bl A d Jetc/snort/rules #r
g ERPZ TS % kf’i'a‘i‘]’? ehpe N A - ko T ‘f ¢ HF e

&t alert #h 7 0 B g - R A alert ¥ 0 1P @w;mpq‘ AJ\L»E LR &Y e
st»wwﬁr\g:we Bt IR B ¥ it e ek Jalertt”? & Bzt
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Eol R ok RpRPealert T & 9 g e TR it T A 4
[root@net122 snort]# /usr/local/bin/snort -vde -c /etc/snort/snort.conf

% /var/log/snort/alert ® 45 % — B ICMP % 2 51D : 55161 » 4= B]#7% o




7R 18 f P &xlvar/log/snort/192.192.73.2/57 ICMP_REDIRECT #,¢ $5 ¥ F @ 11D >
TARALC 3t e 3L 0 4o BT
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[T:55161

1 Tzt IpLen:20 Dzmlen:Sz
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¥obo dodk £ 3o alert ;a4 3 syslog ¢ 0 R & EIH S TE o Jp 4 4o
[root@net122 snort]# /usr/local/bin/snort -c /etc/snort/snort.conf -s

B3k F 23k samba @R E - ¥ J|* samba #-alert 73t & * WinPopup 77 3¢
Z 3] windows i E > @ ¥ & Jconfigure 3p 4 fI&Q * -enable-smbalerts %
oo R ﬁ_iﬁ*%ﬂ'm #r Maugig o 216 FR7*P TRz Flidrkn g
- %> fgIPl_ Foan g R0 dp s e

[root@net122 snort]# /usr/local/bin/snort -c /etc/snort/snort.conf -M 3 # & fi-

B fs A rule st o d 2t snort s ALY B AT S0 ST R RFTEORD KB
B n KBTS SR RS SR S ATeule T in g
http://www.snort. org/dI/ruIes/snortruIes -current.tar.gz « T 42 {5 0 B B P BrfER
1 orule ghp ¢ e g o ft LR * fete/snort/rules & B P &

[root@net122 snort]#tar zxvf snortrules-current.tar.gz /etc/snort/rules

4ot — kTR AT rules e s 1T N E L T dr b oends (T4 B cron e0iF 4%
P B A - BKPEFER - X ATehrule o 2R 18 #-snort 12 daemon it frds o B
Figiidp 4 4ol reldocal #h 0 1415 AR P f;’jf‘ug A B Erds ~ & 1R g\
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