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W Iptraf Chttp://iptraf.seul.org )
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Iptraf 3 4

Iptraf - £ ¥ % Linux console =345kt  “75 4f¢ - 2 » v 7 e f
L faTCPIUDP 41¢ » B 5 sodd Bafte g UKk it » 112 oW 388 ek
f& > i&- E $u 88 & Fedora Llnux SHES A E I A S
[root@net122 root]#wget
ftp://linux.sinica.edu.tw/fedora/linux/core/1/i386/0s/Fedora/RPMS/iptraf-2.7.0-8.i386.
rpm

[root@net122 root]rpm -ivh iptraf-2.7.0-8.i386.rpm

Iptraf er:& (T4 ¢ 4o #77 :

B - B IPEANE T ks ¥ TR BRI E o 10 T P 23N
ik > & 70 TCPHMEFTM ~ 4+ 2 % | ~ ICMP 384k ~ OSPF (& &
BARIE) e AR -

B - 4z F e |P~TCP ~UDP -~ ICMP 2 non-IP fef & IP 3¢ 4] ik ch3e
4> B 1@ 3 5 IP checksum errors ~ interface activity ~ packet size counts -

B o2 470 TCP 2 UDP % % JRAxeig i34 T2 o
B el BRFRRENDEFEER UE K- 'Mﬁﬁ%@ﬁm“r" FaLdte o
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% ¥ Ethernet ~ FDDI ~ ISDN ~ SLIP ~ PPP % loopback /4 & 7] i o

FI* Linux Prsgeor hh s o0 R3F 30 B fRend R enpe i+ 7 )
i * Iptraf -

2EFCEESAEE NG -

LI T

IP
TCP
UDP
ICMP
IGMP
IGP
IGRP
OSPF
ARP
RARP

BER Y 44 G R T el (T B0
iptraf { [ -f ][-q][{-iiface|-g|-d iface|-siface|-z

iface | -l iface } [ -ttimeout | [-B[-L logfile]]1]1|[-h]}
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EIHB I 70
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B
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Sniffit 48 f§ 4
Sniffit £_d v JIpF 1 A7 fF #1358 0 % e shareware #c48 > 1 & £ 4% TCP/IP 12 %
R X 2 HIFE o R M as AT AT TCP/IP 12 e Bk =

I RTHEAPBR LA D RT 2T k0 L S F LB HE T

S osniffit 4250 e B A 75 d o E o sniffit B B - B s
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% 7 ntop

B AR PET F ntop chE i 223k http://sourceforge.net/3 search T §¢ > ¥
PR K-

B net-snmp-5.0.9.tar.gz

B ntop-2.2-0.i386.rpm

B rrdtool-1.0.41-1.8.0.ntop.i386.rpm
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[root@net122 root]# wget



http://heanet.dl.sourceforge.net/sourceforge/net-snmp/net-snmp-5.0.9.tar.gz
[root@net122 root]# wget
http://heanet.dl.sourceforge.net/sourceforge/ntop/rrdtool-1.0.41-1.8.0.ntop.i386.rpm
[root@net122 root]# wget
http://heanet.dl.sourceforge.net/sourceforge/ntop/ntop-2.2-0.i386.rpm

& % net-snmp :

[root@net122 root]#tar xvfz net-snmp-5.0.9.tar.gz
[root@net122 root]# cd net-snmp-5.0.9

[root@net122 net-snmp-5.0.9]# ./configure ; make; make install

% % rrdtool ~ ntop :
[root@net122 root]#rpm -ivh --nodeps rrdtool-1.0.41-1.8.0.ntop.i386.rpm
[root@net122 root]#rpm -ivh --nodeps ntop-2.2-0.i386.rpm

AP BB 1T

[root@net122 root]# In -sf /lib/libssl.s0.0.9.7a /lib/libssl.s0.2
[root@net122 root]# In -sf /lib/libcrypto.so0.0.9.7a /lib/libcrypto.so.2
[root@net122 root]# mkdir /var/ntop

[root@net122 root]#/usr/bin/ntop @/etc/ntop.conf -A

A

EFEE M m?/ﬁ%’ﬁ%}/\ BB ER 0 SR Aweb P g e
2= ﬁngEJ_—“‘Ff“"admm ﬁi;—lxg L NRAG o

Please enter the password for the admin user: XXXXXXXx
Please enter the password again: XXXXxxx
17/Feb/2004 14:59:09 Admin user password has been set

Fx# ntop ¢
[root@net122 init.d]# /etc/rc.d/init.d/ntop restart

fetcfinit.d/ntop restart

BEVUREHTE ﬁig, » http://<your_IP>:3000 - ntop ¢ # * port 3000 ;
g% SSL i » ¥ 1103 w:;{ E_ff/etc/ntop.conf » ntop B &_i# * port 3001 mSSL
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Cabout | Totst | reev | semt | saars | o Trasfic | e Protos | admin |
?“ Welcome to ntop! =
ntop shiws the cormnl netwsek usags. | Saplays & it of hosts bt ar cumently using the network #cd epods informahion concemrsg 1he P
Fabout (rzemat Protocol) trafic generabed by each host. The trafic & soted according 1o hast and peotacel. Pratocols [wier configurable) indhude:
What's ntep? « TCPADPACHP
1
Configuation : f:i::dﬂl
= OLC
Credin « Decnai
= AgpleTak
Man Page & Mithios
« TCPAKOP
@ ¥ o TP
o HITP
o DNE
o Teloed
& SMTPIPOPAMAR
o SHMP
& NFS
o X1
niepe sulthor sbrongly balieves in open source eofwane and encowrages evaryone o modify, imgeove and exiand ntep in the inarsst of the whala
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Puaibil . bugs_ questions. dosirable anhancemants, source coda cortibutions, #1c., shauld Be sanl 1o thi maiing list
o 1ag0-zo03  Mepon created on Sun Ot 5 0220552 2002 [2:A47)
Byluca Dard  Genersled by ntop w27 SowmceForge rpm MT (SSL) 656 polinux-guua] @ 1803 06:09:11 PM build)
Listening on [eihd] witheur a kemel {libpcap) fileing expression w
£ o S

B o ntop K T
Fds ntop s4p B 3% A 5 ffete/ntop.conf B &0 f F AT
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#3X Zntop 4 7 pFenié * & Sets the user that ntop runs as.
#- A%k :m‘gfi Z_ntop
--user ntop

# 2K E_ntop 1P &
--db-file-path /usr/share/ntop

#RTERMG > AR Leth0 oo 2485 RNAT # i 74 25 ethl
#ﬁﬁ mEIp g o
#--interface ethO

# 3% % % port mirroring & SPAN B¥ > ntop # & 7 i MAC izt
#--no-mac

#i¢ * syslog e ék3 5,
#--use-syslog

#REntop F A EHAE A - B Hub T s E
#--track-local-hosts

#:% 2 HTTP webserver i 4 p¥ 5 port » 3% £_port 3000
--http-server 3000

#:k T_HTTPS webserver :# 52 pFeport » ¥ [ BF i@ * http 2 https & it 4
--https-server 3001

HK TP iRy
#--local-subnets XX.XX.XX.XX/yy

# % % i# * domain.
#--domain mydomain.com

# orzFi* rd
# --reuse-rrd-graphics

#3& Z_ntop 14 daemon = V3 {7
--daemon




ntop & *

4 2ki% & [Total] # < FAIll Protocol y 3£3% > 4o Bl #7w chd o § 7 1 is B 4
Vo el & gt o i B R A G 192.192.73.0/24 - ee.oitedutw G Rk L AL
& %_nletc/ntop.conf ¢ % z_—interface ethO % & ek ik -

@y %T\ "E‘Iﬂ: |

BT R Y g b P TRt aIsE Pl
Host Domain Data =] TCP {UDP ICMP DLC IPX Decnet (R)ARP AppleTalk

OSPF NetBios IGMP OSI IPv6 STP Other

A Welcome to nlop!

- EED RHED M0 RSREL IRD HAD i

Q+=-Q ¥ B @ Lus Jramse @ue @ -2 B -3

D) ) hi192.192.73 1223000 v sz
[ About I Total T Recw r Sent I Stats I IP Traffic I IP Protos T Admin ]
W Network Traffic: Total Data (Sent+Received) A
Host Domain nmEE TCP UDP ICKMP DLC [PX Decnet (RJARP AppleTalk OSPF NetBios
P Total Data 1921927319 | B (581MBM93% SB1MB 498 212 O i] i] 0 1] a 1]
All Pratocols | ftp.nsysiedu.tw B [S66MB480% 566 MB i 0o i i 0 0| o 0
- h182.n219.68.33.adsl.giganetow )| @l | 23MB 20% 23MB 0 oo il 0 i o o (1]
TCPAIDE net!?22.ee.oiteduiw B 7975KB| 07 % 7BI9KES3KE17KE| O i} 0D a2 o 0 o
Throughput eei B [i7zxB[00% D96KE 196 035KB ol 184 o[ ofasks
Host Activity :Blidge Sp. Tree/0S] Route T 1228 | 00% 1] 1] o o o 1] 1} 1} a o
www.tslg.ddviw " | 72KB| 00% BBKE 0 3| 0 i i 0 0 o 0
HetFlows r I
192.192.73.126 “» " | BIKE| 00 % 0 0 19 0 0 0 BOKB 0 1} 1]
dnehinet.net @ " | S6KE| 0.0% 056 KB 0 o 0 0 0 (1} 1] 1}
HetBios B 42KB| 00 % i 0 o o il il i o/ a|a42kB
192.192.71.103 1 ] JAKB| 00% 30KB 0 @ 0 il il 0 o o (1]
Cisco COPD/VTP B 25KA| 0.0 % il il oo il il i of o (]
dns.ee.oit.edu.tw ] 955 | 0.0 % 0 &1 19 0 0 0 28 0| o 0
192.19273.1 ] 70| 00 % 0 37 196 O il o 166 of o [i]
[192.192.73.100 [ ] 676 | 0.0 % 0 76 106 O 294 il i of o [i]
digital.oit.edu.tw [ | 512[ 00 % i o 3 0 il o120 of o [i]
192.192.73.92 " | 260 | 0.0 % 62 0 wms 0 i} 0 92 0 a 1]
192.192.73.4 " | 166 | 0.0 % &0 0 08 0 0 0 a0 0 a 1]
[192.192.73.29 [ ] 106 00% il o 106 o il il i of o [i]
©199p.0003 1921927343 [ | 108] 0.0% 00 o we o o i 0 of o o 4
byLluca Deri  |DEC MOP/DECNET B9 63 00 % i i o o il 0 0 ol o (1]
£ | *
HoF B AT

13 @ &_ffetc/ntop.conf ¢ 2% @ _—interface ethl B & ek A5 o p $Ren
2
o

_:r
EEIP AR g 0 4 ElE_192.168.1.119 4~ 192.168.1.254 -



[ About T Total Y Recw Y Sent Y Stats Y IP Traffic Y IP Protos Y Admin |

Network Traffic: Total Data (Sent+Received)

| Host [Domain| patal=] [TCP[UDP| ICMP [DLC|[IPX [Decnet [(RIARP [AppleTalk [OSPF [Netl
b Total Data [192.168.1.119 | eekBED2 %[ O[2s2pasake| o of o[ 0 ol of
. [192.168.1.254 e3kelsex| o opeake[ of of o 0 ol of

TCP/UDP Mote: These counters do not include broadcasts and will not equal the Global Protocol Distribution’
Throughput

I Report created on Thu Sep 25 12:46:41 2003 [2:29]

Host Activity Generated by ntop v.2.2 SourceForge rpm MT (S5L) [i686-pc-linux-gnu] (04/14/03 06:09:11 PM build)
——— Listening on [eth1] without a kernel (libpcap) filtering expression

NetFlows Web report active on interface eth1

© 1998.2003 by Luca Deri

B X iR
Bftrontop g IS - LR e iR A LR ARAFEN
SR i A5 m e s #r1u s 1536 filter expression (@Jﬁ*ﬁﬁl) T PR

2

Rl TR

2LiE & [Admin]) ¥ 2 FChangeFilter @ ; £ 7 > &4 ruser £_admin » % 75 5
AR TR AG o

(\x,

2]

% A R HE R EE A -

ik 192.192.73.122
#E ntop HTTP srver;
EHESREW |admjn

FEEE |mm*»1

M e EEs TR ERsEE )

71 41 net 192.192.73.0/24 iz i e £ 5 B
%+ tcpdump 0 filter expression » 12 F &

a\ (\x,

fs 3 » net192.192.73.0/24 > iz % 1 ¥ &
e B AT o BATIE R AR] 0 T
EveanifdE A%

host 192.192.73.122 F A1 A #%192.192.73.122 i 3R £
net 192.192.73.0/24 7| :'z £ 192.192.73.0/24 i s n £
port ftp-data | dié * ftp @31%]_&:’11 ot



A Welcome to nlop! td
RO #ME® 880 HHREL IAD HU@ ar

Q%O HEAG Pw fomez @@ 2% B3

AL ) hit92 192.73 122:3000

v Bus

[ About I Total T Recv r Sent I Stats I IP Traffic I IP Protos T Admin ]

Change kernel (libpcap) filter expression

roa

P Admin
= n Lt B
Ol Filte Expression: <o fiter defined> 73 VELWE 1 92.192.73. 024§ fIE T BERYI L =

Plugins
Switch NIC Mew Filter Expression: |nE1 192.192.73.004

Dump Data

‘You can usze all filter expressions libpcap can handle, like the ones you pass to tepdump.
If “new filter expression” is left empty, no filtenng is performed.
If you weant the statistics to be reset, you have to do that manually with Reset Stats,

Be careful: That can take quite a long time!

Users &
- Repont created on Thu Sep 25 01:10:38 2003 [18:55]
Generated by ntop v.2.2 SourceForge rpm MT (SSL) [i686-podinux-gnu] {04/14/03 06:09:11 PM build)

Reset Stats @

URLs @
Listening on [eth0] without a kemmel {libpcap) filtering expression
Shitdown & Web report active on interface ethQ
@ 1998.2003 by Luca Deri
©1998-2003
by Luca Deri

KRR S ﬂzmmiﬁﬁ&ﬁ%") e R AP AREG 7
192.192.73.0/24 s pochi 5 Mg Qi H F]L PR F M B R
AR A S ST

4o Bl Aror A4 192.192.73.119 1 59 ftp.nsysu.edu.tw i FTP ™ % » Fof 5
38.2MB » #7120 ¥ 2 # 4rig 192.192.73.119 b ik * FHAE R o 4 F E 4 2E Host
¥ £1192.192.73.119 5 ¢ MR FlmaR BP0 Ar A B E M~ L RIR S de

A5

P A = A
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A Welcome o ndop!

- REE REME SRy BHEEW IRD R F
Q-0 HREG P fmes@me 25 8-138
L D) 4] hip-i1192.192.73.122:3000 v Bu=
[ About I Total " Recw T Sent I Stats I IF Traffic I IF Protos Y Admin ]
W Network Traffic: Total Data (Sent+Received)
Host Domain| pataE]l | FTP [HTTP | DNS Telnet NBiosIP Mail DHCP-BOOTP [SNMF NNTF NFS X11
b Total Data  [EERIFRERRD] ] : i 0 1 i 1 I B B[ B[}
— — Lt —= — | 3 (==
All Protocols ip.nsysu.edu.tw B !_E_ !_E E_!_I_!_i
W182.n219-68-33.adsl.giganettw @ W  B3IME 95% 022KE o o o o of o o o ¢
L netizz.ee.otedutw j W 24MB 27% 022KBEEKE O o o o, o o0 o0 ¢
Threnghput sl ddv.tw B 72xE00% [ ] o o o o of o o o ¢
Hast Activity 192.192.73.109 | W 3EKB D0% o 0 0 0| 34KE '1§ u o, ol o
192.192.73.1 B | 1EKB 00% i 0 0 0| 1.4KE| 0] ol o o o ¢
NetFlows ns.ee.oit.edutw W  11KB 00% il 0172 o/ 10z| o ol o o o C
192492 73426 T ] 195 | 00 % il i 0 0 0 o of 0o o0 o ¢
192.192.73.4 ] 124/ 00 % o124 i i o/ o of] o/ of of¢c
192.192.73.43 ' | 124/ 00 % o 124 0 0 ol o o/ o o o ¢
192.192.73.92 ' | 62 0.0 % 1] 62 0 0 o/ of 0 0 o o c
Note: These counders do not include Broadcasts and will mot equal the 'Glabal Protocol Distnbution’
Report created on Thu Sep 25 01:30:31 2003 [38:48]
Generated by ntop v.2.2 SourceForge ipm MT (SSL) [i686-pc-linux-gnu] 041403 06:09:11 PM build)
Listening oi [eth0] with keinel (libpcap) filtering expression "net 192152 73 024"
Web report active on interface eth0
& 1996.2003 by Luca Deri
£ 1998-2002
by Luca Deri
4 >

[ @%’lﬁf ( Throughput)
¥¥ &g 192.192.73.119 §2 ftp.nsysu.edu.tw 2 fFF h7F §Lig 5 ¢

A Welcome o adop!

CERD REE e RaREe IR0 Hew o
: 1 . | & P il )
Q- QO HREAG Pus Yyemsz @re @ -5 B -[J)3
¢ L D) 4] hip-i1192.192.73.122:3000 v Qu=
[ About I Total " Recv T Sent I Stats I IP Traffic I IP Protos Y Admin ]
W Network Traffic: Total Data (Sent+Received)
Data | Packets
Host Domain T T T = =
¥ Total Data Current Ay Peak Current Avy Peak 5
P — 192.132.73.119 N I 1 5.3 Phtsfsechis 2 Prtslseck
fip.nsysu.edu.iw] B [ IEE 4 MbpsJD.0 Prisiseclis & Bkis/zad)y
TCP/UDP [n182.0219 68-33.adskgiga.nettw ) @ 99 Kbps 331 Kbps [120.0 Kbps 7.0 Pktsisec 16.1 Phis/sec 598 Pkisifsec
Throughput [net12Z.ee.oitedu.tw 1 B 13Kbps 7BKbps| 501 Kbps 0.7 Phtsisec 43 Pktsisec 266 Phisizec
Host Ac.;ﬁ.y 1192.192.73.126 % " | 00bps  00bps| BS66bps DO Phis/sec 0.2 Phisisec 1.9 Pltsisec
— [192.192.73.109 " | 0.0 bps 0.0 bps | 2348 bps 00 Pitsisec 0.0 Pktsisec 0.2 Phisfsec
etFloves [192.192.73.1 B | 00bps 0Obps| 0D bps DO PKisisec| 0.0 Pisisec | 0.1 Pkisisec
dns.hinet.net ] " | 0.0 bps 0.0 bps 0.0 bps D0 Pktsizec 00 Pktsfsec 0.0 Pkisfsec
:00:02:-14:13:10:DF 0.0 bps 0.0 bps 0.0 bps :O.D Pktsfsec 0.0 Pktsfzec 0.0 Pktsfsec
(00:E0:4 C:T0:1B:09 0.0 bps 0.0 bps 00 bps DO Pktsizec 00 Pkisfsec 000 Pkisfsec
Peak values are the masimum valua for any 10 second interval.
Average vzlues are recomputed each 60 seconds, using values accumulated since this mn of ntop was started.
Mota: Both values are reset each time ntop is restarted.
Repoit created on Thu Sep 25 00:39:07 2003 [47:24]
Generated by ntop v.2.2 SourceForge rpm MT (SSL) [i686-pclinux-gnu] {04/14/03 06:09:11 PM build)
Listening on [ethd] with kemel {libpcap) filtering expression “net 132.192.73.0/24"
Web report active on interface ethd
2 1998.2003 by Luca Deri
©1998-2003
by Luca Deri
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KRl chfdp ik o d T A g ﬂi’rfﬁﬂﬁ)iﬁﬂi#'}i—’ifa”ﬁ 550 % Kbps -

) Data Packets
Host Domain
Current Avg Peak Current Avg Peak =]
192.192.73.119 B 9.2 Kbps 550.5 Kbps 5.4 Mbps 6.8 Pkts/sec 76.2 Pkts/sec 778.1 Pkts/sec

ftp.nsysu.edu.tw 0.0 bps 541.8 Kbps 5.4 Mbps 0.0 Pkts/sec | 72.5 Pkts/sec 756.4 Pkts/sec

B o ER R (Host Activity )

AT BT g AR B B R BERE RH A R R
¢ % T i pF #

A Welcome to niop! B

 EEE #ME BEY HMRTW TAD HA® L

Q- Q HREAG Pus sz @re @ -5 B -[J)3

| D) @) hip1192.192.73.122:2000 v BBz

[ About ]’ Total T Recv r Sent r Stats r IP Traffic ] IP Protos T Admin ]

W Network Traffic: Total Data (Sent+Received)
Host & omain|® [V [2 [3 [a[s[e [T Te[a[0Mi[r[1[2[3[a[5[6[7 60100
b Total Data 05t OMANT AN AM AM AN AM AM AR AM AM AW AN AM AR PM PM PK PN PM PM PK PM EM PR PN
[192.192.73.1 [ ] | | | | | | |
All Protocols 192.192.73.109 " ] -
TCPIUDP [ IR
Throuthont 192.10273.126 % " |
rouqhpul r
" "
st Activity 1182.0219.68-33.adsl.giga.nettw 3|l .
NetFlows netl22.ee.oitedutw [ " |

The percentage value is - for a given host - the trafiic for that host duning that hour divided by the total traffic for that host for the last 24 hours.

0% 0% to 25% 25% to 75% Drekiotone 1

Report created on Thu Sep 25 01:44:42 2003 [52:59]

Generated by ntop v.2.2 SourceForge rpm MT (SSL) [686-pe-linux-gnu] (04/14/03 06:09:11 PM build)
Listening on [eth0] with kemel {libpcap) filtering expression “net 19219273 .0/24"

‘Web report active on interface ethd

219982003 by Luca Deri

© 1998-2003
by Luca Deri

< | L

L IR ()
gL [Status]) ¢ o FTraffic, > + hgdte B CTTIL F RFER - L5
A SISO LA
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A Welcome o adop!

EE® #M® BAY ¥EREW TED HA® 3
: 5 ’ F A = g
Q- O HNREG Pus Jromez @ @ -5 B-1J) 3
¢ L D) 4] hip-i1192.192.73.122:3000 v Qu=

[ About I Total " Recv T Sent || Stats ] IP Traffic I IP Protos Y Admin ]

b Statistics e
TMuliicast <B4
Tra . 4/

<1z

Hosts
Lacal Infs
Netwark Load
Z
Domain L:ﬁ
1
L.-(‘; I
Liz
148
14
o 1is
Remote Hosts Distance '§ L
2]
= 3’4
bl
&z t
; T
F-3 11
Pee e e g8 ag g R
Hops {TTL}
Actual 501 Kbps 262 Pkts/sec
Last Minute 19.0 Kbps 12,3 Pkts/sec
i‘f::;ﬂ’: Network Load Last § Minutes 189 Kbps 12.7 Pktsfsec
Peak 5.4 Mbps 784.7 Pkisizec o

ES SRS

2t:% [Status] ¢ 5 T Network Load y° € 5 3|4 02 MRTG e & 53t 0 &% -
BB ¥ 5 44 00:57~01:07 2 01:29~01:27 i=7 B PR E_ R E dw
o 7&;{& 192.192.73.119 j_ftp.nsysu.edu.tw ~ § I1SO ® k pF it £ o
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A Welcome o adop!

D RHED M0 ZSREL IRD HAD

Q- Q NG Pz @@ 25 B-)38

D) ) tp192.192.73.122:3000 v Bus

[ About I Total " Recv T Sent I Stats I IP Traffic I IP Protos Y Admin ]

W Network Load Statistics s

Lazt 68 Minutes Average Throughput

b Statistics

Iuliicast

Traffic

Hosts

Lacal Infs

Throughput
S D S b R bR R G0 00 0 & B B AR
Dbbhbfsinoiinh oo o falnn bl

EEFEEE R AR SRR R A EEER
RRRRRRORAREARARARRARA

Domain
R R
L A - Tt I R B B B TRRRITaay
EEFfFPErEgEgPEEEEEE TEggggddd
Time [ now - Thu Sep 25 00:56:08 2003] N
Lazt 24 Hourz Average Throughput
1.4 Hhps 1
1.0 fhps
0.9 Mhps
0.9 Fhp
0.8 b
0.8 Iy
o.?wﬁ
06 Mhps
© 1998-2003 08 Morey
by Luca Deri £ 0. Mhp
3o e . N v

FiEntop 1 £ - ?u;‘gtb TRERFAESP N RERIAER Y B -S4
m

AR E S - B R om R E s AR 2B

[ About ! Total ' Recv ! Sent ' Stats ' IP Traffic ! IP Protos ' Admin ]
Active TCP Sessions

Client | Server |Data Sent|Data Rcud| Active Since Last Set

P IPProtocols [ - G ety 30KB| 3.4 Ke PS03 128542 03502003

LT 192.192.73.45:3713 | 192.192.73.46:microsoft-ds 372 27g [19125/2003 D03 1 (09/26/2003 0
Usage

SB:T 192.192.73.13:4335 ee.0it. edu.tw. pop3 85 p [2/25/2003 01.05.28 1572572003 O

—— 19218272, 155: 4662 190.192.73.48:135 9%  [2/25/2003 008,22 fIS/2572003 O

- 1o 192 75 10 1018 gw33.msgr.h0tmai|.cuEna:lEtT;; o5 ke a7 g BZS0E 1265 04 DAE20050

B = tw:sgg net122.ee.oit edu.tw:3000 790 g4 (H25003 01 :Daﬁzhi Eeie IR

H2gEAat - Betge (htp) > T FF4 (fip) 38§ F 728 bldct B
® i % 192.192.73.120 - 7}“{@ 7] digital.oit.edu.tw e ftp =k > 12 % & *
baym-gw33.msgr.hotmail.com (http i 42 ) # MSN }+ Frx o

-,
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RS S L SRR SR R S S SUE S RIE

£ 2
Fr&Tptrafdp £ (4T ) T¥ E

[root@net122 /]# iptraf

wo 19192 TI1EE - TeenreCHET

Bl Bdd Yiew Opsess Jmoefer Deegl Toalp Wesdew Help
ADIP LEQ BEEEHT T

Ry #hl: 3DET | 3, 67 40 Bt 133 0ok | Lisex R

TR G oehit e #icpF o v oz g * [P traffic monitor)] H55N 0 2R S EH
g0 ot E# [Allinterfaces) ™ £ gplhd & o
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(3022 - TeenrelET

Fle Bint YView Optess Jmesfer Domgl Toop Wisdow Help
HEHINR Bl a-& &% T

L T e e T ]

Ry shl: 3DET |48, 67 40 R, 13300 R

ok B TRIH A Rt g s b 4te pF o ¥ 2 [General interface
statistics] » # & 2 & & 4= Bl #7on o

03192 73.122 - SecureCRT
File Edit View Options Transfer Script Tools Window Help

HHEONR ERQ 8T8 &FXR

Ready shl: 3DEE | 4, 79 |20 Rows, 132 Cols |Linux NITH
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4odk B TP+ AR

5 b 4te pF > ¥ 115 # [Detailed interface
statistics)] > ¥ E#H - B A 0 ot ERE [ HA4

3 5 A4cT B AT o

192192 73 122 - SecureCRT E@E

File Edit ¥iew Optons Trensfer Scopt Tools Window

HHEOE EBQ 8 & &

Total:
IF:
TCF:
LJOF 2
ICH

—Eit
Dizplay kevwmap editor dialog zhl: 3DES 8, 79 | 29 Fows, 132 Colz |Linux NTUM

PRI Y ;;‘«g_b’l{——ﬁ 3t e RRL ) REFAMR T AN R EREE P
[ Statistical breakdowns...] > £ £ # [By packetsize)  £3#% - B /4o » H 424 F
W A B AT e

17



= 192.192.73.122 - SecureCRT
File Edit ¥iew Ophons BIF a8 Scrpt Tools Window  Help

QBE&E%T 2

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

+

MTU gl
includ

Ready szhl: 3DES 9, 33 |29 Rows, 132 Cols | Linux NUM

EERIEGY o R ohdte RBREITREFLAGEOR T AP L EREFE Y D
[ Statistical breakdowns...) > £ £ # [By TCP/UDPport)] £ - B/im » 2 & 4
F % A4cT B AT o
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= 192.192.73.122 - SecnreCRT E@E

File Edit ¥iew Optons Trensfer Scopt Tools Window

BQ 8" & &FH

: Tt A .
Ready w=hl: 3DES |28, 132 |29 Rows 132 Cols |Linux

F & ¢ * MACAddress -3¢ % L% > ;£ # [LAN station monitor] - 2 {
BAG BLBERTT > HA 445 4o BAT o

F=1192.192 73122 - SecnreCRT E@E

File Edit ¥iew Ophtons Transfer Zcrpt Tools Window Help

o3 E BQ " & &R ¥
IFTraf

Ethernet HW addr:
+

Ethern

+

Etherne

+

Ethernet

+

Ethernet

+

Ethernet

+ :
Ethernet

+

Ethernet

+

Ethernet

+

Ethernet

+

Ethernet

+

Ethernet

+ .
Ethernet HW addr:

T oll window { ]
Feadr =hl: 3DES 6,109 | 289 Rows, 132 Cols | Linux

NUM
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FOUGESE TR B R T 0 et iEE [Filters. ] B~ 2 08 0 BT B Tl

i 119219273122, ApM e TCP T3t - f L 22 - BARRIE - £ Hig
P~ o o BArr 0 ghE i~ [TCP)- £ &4 [Define new filter...] i& » 12
Thd b s fRR BRI IP TR

testf |

Bt h test K ZIBIERPAI A L BEFEE T AT BATT o

152,192 73,122 0,000
o05 255,255, 128 o000
0

=2 f5 4T [Enter] #57% + - 47 TCTRL+ X Bedits » d o ¢ E# [Apply
filter..] > X145 # [test] iSiE 0] > 407 B #757F o

MElET R0 o BT AP LREE- K R AR TR IOT R e
192.192.73.122 % B -
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Bl Bl Yiew Opsces Tnosfer Jerpt Tool Widow Help
wEW QL a=n & FHE ¥

{ ] tere Maddr
{218 bagesh T ¥ o TSl fxrc Mdaddr
4TS Eefles) 3 4 i fare Hdaddr .
{330 Bgtew) Freom 190,193, I - T (gre Hacdr OOMBSBoCR0G T on D
{210 bfes! Fros B L ferc Mdsddr QQaQII00cHTSF on ethl
120 butes) From H 172, 1‘5_-' "!- 27 et ceoly (gre Hdsddr OOe(deS0BS; on sthl
1223 baghod? Frem 192, 192.73 ithieddy (are Heackls OOJOFdITHaET on sthl
{229 bfas) From - = |'0.1'?::‘.7.‘..l??;-u-rh|.n; dg ferc Hisddr d-‘.w‘.-lrl'k’b('-?‘?'l or mthil
4TE butes) From 1902, 180 L b T2 1% FE_ L7 onesthics=ra (sre Hesddr OOell
1?1ﬂlmr.} Frem 152, 1% ¥ 192 152,73 mithicody (are Hiadkde W'Mml?nnr‘l!’
a 192,192, 73 . 137 rathiog=-rd (gre MHaddr
132, 192 F5_ 127 onethlos=rs (src Mdsddr
192,192, 73, 130 metbh oa—dly (ot Headdr
Ea 192,192, 73,137 athicd=-rd (gre MHaddr
g to L6, 1902, FF. L2V pnethilosedy (Erc Hdasckir 'Q-)e-) u-xm [=x] e'.h')

Ry #hl: 3DET |48, 67 | 40 Bt 133 0ok Lisex R

B TCP 5 2 3 AR € 1 192.192.73.122 4p k¢ > @ UDP 33t R

#FTRT BT B ek 2 E4 [Configure..] ¢ IR T hFE G ¢

Fic monit

Acdditi
Delete ¢

¢ 51 [TCP/UDP service names) » %+ % & % & & 7+ TCP 2 UDP 3 Z_ifji *

A @ lLogging] E'Jiﬁﬁiixﬁéfﬁa&% s ek s SR bR %
&7 E ipl e (TR AR 6 R R A © s 40T T
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_traffic—1.log

HP g 4T ol

B [Activity mode]) : /& 7:% 17 Tkbytes/s ;% B H_Tkbits/s ; e &1 -

B [Timers...): ;A %_lptraf a8 (FpF ¥ -

B [Additional ports...] # [ Delete port/range...] : B &3 4c & 2 A f B
1024 port ek i o

b4 Iptraf en# 2 o LA Iptraf § - B 7 45 iR T SR angin o RS9 iR R
FEARGEST 20 5 Rpain 2 QAR oA A @ F o Sl 2

gj’l)’fg_éf‘g‘-:;%?")o

Sniffit gt 48 chB~ (7 &2 % %
B A& LB oniffit ek 445 0 7 14 3] Freshmeat 4 =t (http://freshmeat.net/) -
£ % £ 438 9| http://reptile.rug.ac.be/~coder/sniffit/sniffit.html % = £ -

THRREL > Koniffit + B3 AP o TR RRYE > 4p 4 Ao AT
[root@net122 root]#wget
http://reptile.rug.ac.be/~coder/sniffit/files/sniffit.0.3.7.beta.tar.gz

[root@net122 root]# tar zxvf sniffit.0.3.7.beta.tar.gz

ﬁ*@ HE 2 ¢ ¢ ¢ ¥l sniffit.0.3.7.beta iz B P &> I B P &FiS - ER MG v
;}%‘”K;’LH fnen "F}' = i 0 1T R enE A AR e sniffit ehig * 2 % o

B AT AT ohdg £ K %% sniffit
[root@net122 sniffit.0.3.7.beta]# ./configure

igezsn structsh iz B % > THF| T e ig- 7
_32_bit short source_port, destination_port;

H-short 4% » 2813 FARHLE > B o
32_bit source_port, destination_port;
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T O make 4p 4
[root@net122 sniffit.0.3.7.beta]#make

ok g A2 oniffit @B v URFhdp 4 > TR LEFSI S KT REFY R
sniffit iz i 42 5%

W v AT SRR A o

B -t <IPnr/name>: 34 {7 sniffit 3 It PP FDIP -

W i RPART A G o A RS ED A RS o

B ¢ <File>: @&* 2 i kFp|oniffit> hewFE Bz 2> HE €475 -

B -F <device> : i 4] sniffit 4 ¢ * g o

B -n: &g DB i&f&};{fﬁ * ARP ~ RARP & §_H & 2 §_IP ¢hif & »
& Bor gk o

BT okendp b it [H] EamEE - ARt ke

m d: :l&—%%",g{@ilj e BT R o R E R A 16:EE o

B -a:fem- APk o ‘""ﬁ%]:':w:’* ASCII -

B -A <char>: § EEDH e N5 F 7 RWehF A pF o #d <char>t 5 -

B -P protocol : T & TR E RO GFREALTCP ¥ i * g § IP -
TCP~ICMP ~UDP % » § 78+ # BT P4 - 42

B p <port>: T EATE T EportE o R A0~ ﬁ*{}_’”‘ °

W TR TR ] 0 SE% 8 300bytes 0 ¥ LA TR Eo

BTk E "r)f ERL e (T > 10T F 3R A rﬁ%m] °

gﬂ &) =
Jsniffit -p 21 -t 61.62.103.105

7o 4 A T 61.62.103.105 £ ftp port & 7 o
BT ORF s o
[root@net122 sniffit.0.3.7.beta]# less 192.192.73.122.35989-61.62.103.105.21
USER linul
PASS 123456
SYST
d *,:M;;JF e Bl Aray gJP P R o

%;I}IJ: :
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Jsniffit -p 22 -1 1000-t 61.62.103.105
Pl %@ A T 61.62.103.105 ssshport i 7 % £ > 3k 3¢ + -] 2 1000bytes -

BT okgresphaopn F o
[root@net122 sniffit.0.3.7.beta]# less 192.192.73.122.35990-61.62.103.105.22
"192.192.73.122.35990-61.62.103.105.22" may be a binary file. See it anyway?
SSH-2.0-OpenSSH_3.5p1
@ @"\BMN 2% | 2)5

AA?G@ @ @=diffie-hellman-group-exchange-shal,diffie-hellman-groupl-shal
@ "@"@"Ossh-rsa,ssh-dss"@"@"@f
aes128-chc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndae
I-cbc@lysator.liu.se*"@"@"@faes128-cbc,3des-cbc,blo
wfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-chc@lysator.liu.se@
@”"@Uhmac-md5,hmac-shal,hmac-ripemd160,hmac-ripemd1
60@openssh.com,hmac-shal-96,hmac-md5-

F15 sSh § 387 4e % 0 #Tr P 4k 6 B F g

%ﬁ =
Jsniffit -p 21 -d -t 61.62.103.105

WP LA T 61.62.103.105 s ftp port endt & BT g B oo

LA 5T D T AR
[l oot@netl ifE neta o, 103

1,562,103 ,1057

AaF I oniffit 7 % 2 R 7T A RN Soom @ * fy iAo :}F] £ T
Jsifferit-c < 24
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Fp P B AT
select from host 192.192.73.2
select to host 192.192.73.120
select both port 22

g koo i 192.192.73.2 % 3 192.192.73.120 122 port 3t & Kk dxT ko &
FulL R and s At N340 192.192.73.2 3 192.192.73.120 s port22 hit s o i
fw ek LR i READMEFIRST < i o

RE RS
2 & 7 osniffit -i iﬁ? PUENMARE Y o dp A 0T 0 A R G AT AT e

[root@net122 sniffit.0.3.7.beta]# ./sniffit -i

wo 19192 TI1EE - TeenreCHET
Bl Bdd Yiew Opsess Jmoefer Deegl Toalp Wesdew Help

AR T8 | aT & FHE T

Ry #hl: 3DET | L, 52 A0 Rt 13300k Lisex R

7 R port L0 @ AR

F

&
)
N
oo
=y
=
!l
N
‘."_'!l"\
=y
=
-
—=\
ga‘\
¥
_‘1{%-
™
=
g;
3
IR
g;
%
o
“

o]
SN
i
o
.
?m
19 =y
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o 0ok w

g AA e o

F1: s khpeBa P =% » 5% Z_ALL -
F2: e p chpesden|IP =% > Fg2% £ ALL -
F3: s % mis Behport 5 > E3k L_ALL -
F4: % p s Beport 85 > 35 3% £_ALL o

JEREE I H

4o i@ 4% ntop j\i‘a bv k SLen® pEQ
2
v & ntop f¢ MRTG ¢4 8 o
hofe #- Iptraf chFRE B ~ ¢ 2
hofe #-Snffit shF AL B ~ g% P 2
B R wEEIE A 4T R 0

%4 % 24 BF % > H#-ntop pRAEE 5L (3000,3001) L E AT E LT 4B
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