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Upgrade Notes - 4,24

Some of the virs scanner “wrapper” and “awoapdate” scripts have been updated in wersion 4.24. IF upgrading from earlier versions using the RPM
digribuliong, o sl peed o manually eename each of The fae e LibSHs i | Searee el ™. cpanee [l o9 the 109 ol the old scpby in Be dme direciody, To do
them all a1 once, you can do this:
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Stable

« Version 426 8. for Solaris § ESD § Other Linne / Cther Unix
(FFF sigmature)

. ¢ Eed Hat Lioux (and othes EFM-baged Linux distiibution
. 1 for SuSE Lizux 8081
» Dbaan p g - Mewly updated!
» Lates version for EreeB5D
(Each of the BPM wermions 15 a compressed tar [le. Downlosd i, unpack 11 {mth "var zev! MailZcanne e® ey ge™ and rum e "iesvall. sh" sonpd in il i
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Evaluate Sophos Anti-Virus

Please complete and submil the S bolow. You will mecesd an emal with furtker
ingtnections and all the nacessany information 10 evaluate Sophos Antiving,

Yau can also dewmlosd 1the Sophos Evalustien Gude |POF| which 1akes pou
IErgrugh the evabeilion précess in & 'Wiesdews eeamanmanl. B inchades predect and
INFO COmpdany Gvemey sechiong as well &8 8 senes of appendices with useful

BN HFD background infenmation

VIFLIS INFIO

FHICE
Type ef st ™ (3 Business user
0 Hame wser
7 Rrowinwes for joumal, magazine, sic

Coumry ' | phasas w
Hame {Fins | Last) * !
Enmail
faza code | Fhene number 1

Addusss ”

Towm/ Cley
Srate Province ©

Zip code Postcade

< il

Hame al camnane

ko Awdi-Yires (BT
1.1 WEE W LD ERD TRD AT NEm
OoERE SEHERL WO G0 r W e w5 0L

St Sophon [mpportdsophoscom] TE O 2T @) TP 0Tad
ERE:  aldely v e
L
LEE Sopho et
wors fee o wlerestan Bophes Ak Vo, I ordee e -
ko e evalistinn of Sophes Aek Vo, please clek on e
hueks bekew.

Flense fode: the raliabon bels bekre are aoly valad Jo s
Pl 11 i nih bl irwriened e rvaliaben vermen alier D
Bk hiren exgued pleios pe-agply =a e Pophers welbisie.

Coree soristl e beard iy "howal” the b by sl g D oeer
eraure thaey oone kv 11 Dhar iy o emse, smvplhy eorl ] paerie: e
riire UBL Qwrion the arggled boselad) svio wour vk browses

Saphiza Anh-¥ i Bar Liwes on okl weng s

e skevires ponlecon o dake
T enrene Wour ant-vimy prodschon 5 complkihy up o duk,
0 ool Sownkosd T bl voou sbeabty TOE) k. These
an b doremdoadsd froon

<t mrpbonconiveniond el

orerisbon and FACH ‘

r eformarhon: an how io wee ay of the poodruct, plewe vist
e folcwng URLe L

BELRE > T EREELEY L A m O e



RRE %K
#- MailScanner-4.26.8-1.rpm.tar.gz + @ % p &x{s » & {7 f3 /& Hgde (0 dp 4 4o o

[root@net122 linul]# tar zxvf MailScanner-4.26.8-1.rpm.tar.gz

% k% % MailScanner » 5 ALAF &7 $3h% 2 5 @ * [Update_MakeMaker.sh
;fﬂ, kigfFE %’;f;-l{f-&r'—f :

[root@net122 MailScanner-4.26.8-1]# ./Update-MakeMaker.sh

Bty ihE BAT S o & B 4% F MailScanner i & A2 o dg £ 4o
[root@net122 MailScanner-4.26.8-1]# ./install.sh

£ % E% % Sophos i f23% T fon Kehph R AR 0 4p £ 40T
[root@net122 linul}# tar zxvf linux.intel.libc6.tar.Z

7 Wk 3 sav-install T oo R FRATH - LR * K sweep o SR F L BB &0
IS L

[root@net122 sav-install]# useradd -M -s /bin/true sweep
F&F 4 % Sophos e 4250 0 45 £ Ae T
[root@net122 sav-install]# ./install.sh
FHERBG T OURERT G NP EHLT o BE SR T § R R
- binaries in /usr/local/bin
- the shared library in /usr/local/lib
- the virus data in /usr/local/sav
- manual pages in /usr/local/man

2 ¥ o fesav-install e B P BT R F LXK 0 dp £ Ao

[root@net122 sav-install]# /usr/shin/Sophos.install



- k> < ¢ t/usr/local/Sophos 1P 457 & 2 75 isophos T 0§ A~
SIVELS: I N 7}@5’%’ f{{: S EENE

+ ¥ 14 g Sophos 2 InterCheck (PR G4 » 4 4 4o7F

[root@net122 sav-install]# icheckd -d

InterCheck Server virus detection utility

Version 3.74, October 2003 [Linux/Intel]

Includes detection for 84992 viruses, trojans and worms
Copyright (c) 1989,2003 Sophos Plc, www.sophos.com

WARNING: Changing user id to user sweep.
InterCheck is now active

13 zz/etc/MailScanner/MailScanner.conf -

$
Virus Scanners = none

1y L2 Y e
]'ZFIT} .

Virus Scanners = sophos

4ol B * % - fA% RS > %15 MailScanner FE R EU¥-41 b Rk A
lusr/local/Sophos & P 4T » #ruk T+ € 7 B3R > o & KT SIS 7 Sk
I'ZJ_

-
Sophos IDE Dir = /usr/local/Sophos/ide

1y L2 Y e
]'ZFIT} .

Sophos IDE Dir = /usr/local/sav

-
Sophos Lib Dir = /usr/local/Sophos/lib

1y L2 Y e
]'ZFIT} .

Sophos IDE Dir = /usr/local/lib



2 #z/usr/lib/MailScanner/sophos-wrapper

-
PackageDir = $1

1y L2 Y e
]'ZFIT} .

PackageDir = /usr/local

-
SAV_IDE = $PackageDir/ide

1y L2 X e
]'ZFIT} .

SAV_IDE = $PackageDir /sav

EEAN
LD_LIBRARY_PATH = $PackageDir/lib

1y L2 Y e
]'ZFIT} .

LD_LIBRARY_PATH = /usr/local/lib
% 2z /etc/mail/sendmail.mc

-
DAEMON_OPTIONS( Port=smtp,Addr=0.0.0.0, Name=MTA")dnl

1y L2 ¥ e
]'ZFIT} .

dnl DAEMON_OPTIONS( Port=smtp,Addr=0.0.0.0, Name=MTA")dnl
RieEATma s g 4 deT
[root@net122 mail]# m4 sendmail.mc >sendmail.cf

£ OkZ %L Sendmail sHPRARR T 3 f fade 0 XS * MailScanner ki % 0 4p

L e o

[root@net122 MailScanner-4.23-11]# /etc/rc.d/init.d/sendmail stop



M B sendmail: [ m=

BB sm-client: [ m=

3% Sendmail 7 B apFiz p #sfeds o

[root@net122 MailScanner-4.23-11]# chkconfig sndmail off

& MailScanner % % crpF ig gx s o

[root@net122 MailScanner-4.23-11]#chkconfig --level 2345 MailScanner on

B {é Ex#» MailScanner PR % o

[root@net122 root]# /etc/rc.d/init.d/MailScanner start

Starting MailScanner daemons:
incoming sendmail: [ mz ]
outgoing sendmail: [ mz ]
MailScanner: [ Rz ]

3% 6 AR 7R 2 4o % 7 2 dvar/log/maillog ¢ f T AL 0 T AT
mailscanner © 5 fig (7 4 fy s (F o

Feb 18 12:59:30 net122 MailScanner[2324]: Virus and Content Scanning: Starting
Feb 18 12:59:37 net122 MailScanner[2324]: Uninfected: Delivered 1 messages

Ik R R G A NG R REEREE T L@ s KT URIER S A

http://www.eicar.org/anti_virus_test file.htm

b
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Dawnlend aven

giceteom  pearcomid 0 | 00 gearcompe 0 gicEcomlzip

How te delete the test file from your PO

W undarstand [from the many emails we receme) that it might be dificult f2r you 1o dalete the te21 file fromn your PC. After all, your
seanner believes it is 3 vines infected fle and daes nat allow you b access it anymone. AL this point wa nasst refer 1o sor Standand
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Warning: This message has had one or more
attachments removed (eicar.com._tzt). Please
read the "yoursite-Attachment-Warning.izt"
attachment{s) for more information.




@ maillog ¥ » ¢ F T jedk -

Feb 18 22:41:16 net122 MailScanner[2181]: >>> Virus 'EICAR-AV-Test' found in
file ./ilIEeqAp010169/eicar.com.txt

Feb 18 22:41:16 net122 MailScanner[2181]: Virus Scanning: Sophos found 1
infections

Feb 18 22:41:16 net122 MailScanner[2181]: Infected message i1IEeqAp010169 came
from 61.62.103.105

Feb 18 22:41:16 net122 MailScanner[2181]: Virus Scanning: Found 1 viruses

Feb 18 22:41:16 net122 ipop3d[10198]: pop3 service init from 61.62.103.105

Feb 18 22:41:16 net122 MailScanner[2181]: Saved infected "eicar.com.txt" to
Ivar/spool/MailScanner/quarantine/20040218/i1lEeq

Ap010169

dopt g o R Rk AR R -

% % MailScanner s Webmin #-% » 7 2 3]0 T a9 §gE kT Webmin ¢
MailScanner ¢ = % :

[root@net122 root]# wget
http://lushsoft.dyndns.org/mailscanner-webmin/webmin-module-0.7-2.wbm

i~ Webmin eng 22 F & > 38 Twebmin 2k 2y p o0 Fwebmin ke 5 o B4 %

A R S RRE R -
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{usr/shin/MailScanner
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Full path to MailScanner config file

letc/MailScanner/MailScanner.conf
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Run As User
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Run As Group

Default 7 & ez

B
Eximenig * % (% %% & @& * root it 5% sendmail g * dﬁ) 3% B iE T8 HT
BiF (T MaHScanner o

Incoming queue dir

Default:/var/spool/mqueue.in

MailScanner %4+
FER {2 B 4 o

Outgoing queue dir
Default:/var/spool/mqueue
MailScanner #7#% $s
W 1S eER i P Ak o
Incoming work dir

Default:/opt/MailScanner/var/incoming

B % Kl 4 2R ﬁml\/llME WAL ¥ G P e



Default:/opt/MailScanner/var/quarantine
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Default:/opt/MailScanner/var
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(sendmail & Exim)
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Default:/usr/lib/sendmail
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Virus Scanning

Default: yes
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Virus Scanners



Default: none(sophos, mcafee, command, kaspersky, inoculate,
inoculan, nod32, f-prot, f-secure, antivir, panda, rav, none)

TR RN anti-viurs hE 2oL R CBAR R EHBEE
S Lo AT - B AR -

Deliver Disinfected Files

Default: yes
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Still Deliver Silent Viruses

Default: yes
ok i BIE K TS yes" hpEiE o 33 (St R E ¢ @
TR AT A o TR gl iyt FAR TR AR R A PC i * RE e 5L
Fd ke, ¥ 772 FIRE @ —‘g{’cﬁ%m KELEI G yes" giER
—‘F‘]“ﬁrriﬁ MailScanner 3 & iF#E & P> & L 4ok 5 37 5 A £ 20 F| s 4
gﬁ;;f‘;i i FrpF o f"ffu?}i Z_5"no"e o

—

R+ RER
Spam List Definitions
Default: /opt/MailScanner/etc/spam.lists.conf
Defualt Linux:
[etc/MailScanner/spam.lists.conf
Default FreeBSD:
lusr/local/etc/MailScanner/spam.lists.conf
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Virus Scanner Definitions



Default:
/opt/MailScanner/etc/virus.scanners.conf

Default Linux:
[etc/MailScanner/virus.scanners.conf

Default FreeBSD:
lusr/local/etc/MailScanner/virus.scanners.conf
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